001
09/21/01 FRL 14:27 FAX 202 514 4180, . ENRD EES REG 7& 10 @

N ' '5F ‘i P : |
\i: 2 U.S ‘Department of the Interior
: 2 q:‘ ' 'fﬁce of Inspector General

AUDIT REPORT

4% - INDEPENDENT AUDITORS REPORT ON

7% THE FINANCIAL STATEMENTS FOR
==  FISCAL YEARS 1998 AND 1997 .

“ FOR THE OFFICE OF THE SPECIAL TRUSTEE
» ““% . FOR AMERICAN INDIANS

~ TRIBAL AND OTHER SPECIAL TRUST FUNDS

. ' AND INDIVIDUAL INDIAN MONIES
.. TRUST FUNDS MANAGED BY THE
.*- OFFICE OF TRUST FUNDS MANAGEMENT

REPORT NO. 00-1-434
MAY 2000

OPTIONAL FORM 94 (740)

FAX TRANSMITTAL W—
To, 4

Dept/Agoncy Phone

z&%,%g‘ //gé:m - .uamw. SERAVICES ADMINIS T RATION.

L L S ——————————

Note . 5&!60{&,6 Pages <o Ied ol
report in Coéc//




69/21/01

FRI 14:28 FAX 202 514 4180 ENRD EES REG 7& 10
' ) C-IN-BIA003-99-R

United States Department of the Interior

OFFICE OF INSPECTOR GENERAL
Washington, D.C. 20240

MAY 22 2000

Memorandum

To: Special Trustee for American Indians, .
Office of the Special Trustee for American Indians

Subject: Independent Auditors Report on the Financial Statements for Fiscal
Years 1998 and 1997 for the Office of the Special Trustee for -
American Indians Tribal and Other Special Trust Funds and Individual
Indian Monies Trust Funds Managed by the Office of Trust Funds
Management (No. 00-I1-434)

The Office of Trust Funds Management contracted with the independent public accounting
firm of Griffin and Associates, P.C., to audit the statements of assets and Trust Funds
balances and the statements of changes in Trust Funds balances for Tribal and Other Special
Trust Funds and for Individual Indian Monies Trust Funds as of and for the fiscal years
ended September 30, 1998, and 1997. The Trust Funds, which are managed by the Office
of Trust Funds Management, under the Office of the Special Trustee for American Indians,
consist of tribal and individual Indian monies and other special appropriated funds.

For the fiscal year 1998 annual financial report, Departtment of the Interior and Office of
Trust Funds Mznagement officials issued two sets of financial statements with
accompanying notes: one set for the Tribal and Other Special Trust Funds and the other set
for the Individual Indian Monies Trust Punds. The financial statements and notes to the
financial statements of the Tribal and Other Special Trust Funds were reported using the cash

basis of accounting, and the Individual Indian Monies Trust Funds were reported usinga -

modified cash basis of accounting. Comparative data for fiscal year 1997 have also been
presented. _

In its reports on the financial statements; the independent public accountant fssued qualified’

opinions because cash balances werc materially greater than those reported by the U.S=>

Treasury, major deficiencies in:the accounting systems’ controls and records caused.the-

systems to be unreliable, and certain Trust Funds beneficiarics disagreed with balances. ..
recorded by the Office of Trust Funds Management and had filed or weré expected to file~
claims against the Office of Trust Funds Management-These conditions prevented the cash-
and -Trust. Funds- balances and the receipts and disbursements from being atadited:<In~-
addition, a potential liability to the Federal Government existed becaiisé of the lav/suits filed=

over the Governmient's fidiciary responsibilities.
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The independent public accountant’s report on the internal control structure contained one
recommendation to address weaknesses in the Office of Trust Funds Management’s trust
accounting systems. These weaknesses had been reported in the opinion on the financial
statements for fiscal year 1995 as two internal contro] weaknesses. This year's report also
restated 8 material weaknesses, 11 reportable weaknesses; and S advisory cothments frof
prioryears” andit reports for which the recommendations remained wnimplemented, although
the Office of Trust Funds Management concurred with the recommendations.

The recommendation contained in this year's report was based on the following internal
control weakness that the independent public accountant classified as another advisory
comment that was addressed to the Bureau of Indian Affairs as follows:

- System security:
— Periodic reviews of system reports were not performed.
~ Specific clearly defined information security policies and procedures for system
security monitoring did not exist. '

- Physical access to the Operations Service Ceater at the Burcau of Indian Affairs:
~ Not all access cards were assigned to specific individuals. '
— Certain individuals were in possession of multiple cards.

— Certain contractors with limited need were in possession of access cards.

— Certain personnel whose jobs should not have required access 10 the computer

room were in possession of access cards. .
— Two Bureau of Indian Affairs employees, not employees of the Operations Service
Center, were in possession of access cards.

- Documentation: Access request forms were not stared in a secure location.

- Password controls: '
~ User codes were not routinely removed for terminated or transfetred employees.
— Passwords were not changed on a regular basis.

— Complete documentation did not exist to readily identify the owner of each user
code.

- Disaster Recovery Plan: The plan had not been tested in almost 2 years.

The independent public accountant’s Téport on" compliarice™ with laws and regulations
contained one material noncompliance. issue, an immaterial noncomppliance issue, and
another noncompliance-issue. The material noncompliance issue axad the immaterial
noncompliance issue had been reported in prior audit reports. The material issue was that
tribal organizations and classes of individual Indians had filed various claims against the
Federal Government for its failure to fulfill its fiduciary responsibilities and bad made other
related charges. The immaterial noncompliance issue (No. C.1)related to the Office of Trust
Funds Management accepting voluntary deposits, which is generally prohibited by the Code
of Federal Regulations (25 CFR 115.8). The report on internal controls noted several
instances where the Office of Trust Funds Management accepted voluntary deposits to

6
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Individual Indian Money accounts. The other noncompliance issue related to the Office of
Trust Funds Management’s disclosure in its management representation letter that, since
September 30, 1995, it bad not complied with the Federal Managers Financial Integrity Act
of 1982. Specifically, the Office of Trust Funds Management failed to assess (1) the
effectiveness of its internal control structure over safeguarding the assets against
unauthorized acquisition, use, or disposition; (2) compliance with laws and reguistions; and
(3) financial reporting based on control criteria established under the Act. The report
contained no recommendations for these issues. One other noncompliance issuc end one

immaterial noncompliance issue from a prior audit report were also included in this year's

report because implementation of these recommendations had not been accomplished.

In addition to the results of the audit of the financial statements as of and for the fiscal years -

ended September 30, 1998, and 1997, the independent public accountant’s report contained
a summary of internal control issues reported since fiscal year 1995. - Of the 42 issues
reported, 27 recommendations remained unimplemented as of Septemnber 30, 1998. The
status of recommendations contained in our prior report (No. 98-1-206) is in Appendix 2 of
this report. '

Based on the response from the Office of Trust Funds Management (which was incorporated
into the independent public accountent’s report) and the March 17, 2000, response from the
Bureau of Indjan Affairs (see Appendix 1) to Recommendation 42 in the report on internal
controls, we consider the recommendation resolved but not implemented. Accordingly, the
recommendation will be referred to the Assistant Secretary for Policy Management and
Budget for tracking of implementation. Recommendation 42 was addressed to the Bureau
of Indian Affairs, which indicated in its response that it had identified the weakmess in its
Federal Managers Financial Integrity Act report for fiscal year 1999 and that some of the
recommendations had been implemented. However, the Bureau of Indian Affairs did not
provide target dates for implementation of the recommendations. In addition, the Bureau
responded to several other recommendations that had been previously reported and referred
for resolution and tracking of implementation.

In conjunction with the audit, we reviewed the independent public accountant’s report and
related working papers. Qur review, as differentiated from an audit performed in accordance
with generally accepted Government auditing standards, was not intended to epable us to
express, and we do not express, opinions on the financial statements of the Offfice of the
Special Trustee for American Indians, on management's assertions about the effectiveness
of its internal controls, or on its compliance with applicable laws and regulations. The
independent public accountant is responsible for the auditor’s report dated January” 22, 1999,
and the conclusions expressed in the report. However, our review disclosed no irastances in

which the independent public accountant did not comply in all material resppects with

generally accepted auditipg standards,

Since the report’s recommendation is considered resolved, no firther response to the Office
of Inspector General is required (see Appendix 3).
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Section 5(a) of the Inspector General Act (5 U.S.C. app. 3) requires the Office of Inspector

General to list this report in its semiannual report to the Congress. In addition, the Office of
Inspector General provides audit reports to the Congress.

This report is intended for the information of management of the Office of the Special
Trustee for American Indians, the Bureau of Indian Affnits, the Office of Management and
Budget, and the Congress. However, this report is a matter of public record, and its

distribution is not limited.
[L/faﬂdwb

Rogef La Rouche
Acting Assistant Inspector General
for Audits

cc: Assistant Secretary for Indian A ffairs
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GRIFFIN & ASSOCIATES, P.C.

CERTIFIED PUBLIC ACCOUNTANTS

DAND. GRIFFIN {.,

REFORT OF INRDEPENDENT PUBLIC ACCOUNTARTS ON FINANCIAL STATEMENTS

To the U.S. Department of the Intexioxz
office of the Special Trustee for Amexican Indians!

fie have audited the acgompanying Combined Statements of Assets and Trust Fund
palances and the zelated Cozbined Statements of Changes in rrust Fund Balances for
the Tribal and Other Special Trust Funds managed by the U.S Department of the
Interior Office of the Special Trustee for American Indians (the “OST") Office of
Trust Funds Management (the “OTFM”) as of and for tha years ended September 30,
1998 and 1997. Thesa financial statements are tha responsibility of management of
the OTFM. Our responsibility is to express an opinion on these financial
statements based on our audits. As discussed in Note 1, the OTTM usad the cash
basis of accounting to prepare these financial statements, which is a comprehensive
bagis of accounting other than generally acoepted accounting principles. '

Except as discussed in the following paragraph, we conducted our audits in
accordance with gemerally accepted auditing standards.  Those standards require
that we plan and perform the audits to cbtain reascnabla assuranca about whethex
the financial statements ars free of material misstatement. An aundit includas
examining, on a test basis, evidance supporting the amounts and disclosures in the
financial statements. An audit alse includes asseasing the acacunting principles
osed, and significant estimates made by mDanagement, as well as evaluating the
overall financial statement presentation. We believe that our audits provide a
reazonable basis for our cpinion. ’ '

Az discussed further in. the Notes to. the Financial-Statements, . (1)..cash.balances
Feflected in_tha accompanying cotbined financial- statements aze materially greater
than balances repoxted by the U.8. Treasury, (2)- :Lnadnquac;t.p--im'mioﬂs-bepa:wt
of .the Interiox  (*DPO1¥) Indian Trust Fund accounting .systems and, subsystems,
controls _and . records . caused  the systems to be . unreliable,.. (3),._various_  Tribal} |
organizations and classes of Individual Indians.for whom the OTFM . bholds. assets~inf

trust do not.agree with*certain® OTFM sccountings” and“balarnces: recoxrded by. the OTFNM}
and certain of _these parties have #iled, or are expected-to- file,~claims against
the.OTFM. This may result in a potential liability to the U.8. Federal Government
that is not reasonably estimable, Because of these matters, it was not practicable
to extend our auditing procedures to enable us to express an opinion regardiang the
bagis on which cash and Trust Fund balances in the Combined Statements of Assets
and Trust Tund Balanecas and individual categories within the Combined Statements of
Changes in Trust Fund Balances are stated. '

In our opinion, except for the effect on the finmancial statements of adjustments
that might have been determined had we been able to pexform adequate audit
procedures to verify the financial elements described im the praceding paragraph,
the fipancial statements referred to above present fairlY, in all matexi
respects, the financial position and change in Trust Fund palances of the Triba
and Other Special Trust Tunds managed by the U.S. Department of the Interior Offi
of the Special Trustee for American Indians Office of Trust ¥unds Management as ©
- September 30, 1998 and 1997, and for the years then ended iR conformity with th
cemprehensive basis of sccounting desaribed in paragraph one akove.
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intarnal
control structure and on its complisnce with laws and regulations.

Our audits were made for the purpose of forming an opinion on the pasic fipancial
emantasy Combining

statements taken as a whole. The Market Value columns, Suppl

Schedule of Assats and Trust Fund Balancas, and the related SupplemsntaTy Combining
Schedule of Changes in Trust Fund Balances as raflected on pages 27 and 28 ave
precanted for purposes of additional analysis and are not &
basic cosbined financial statements. Such information bhas been supjectad to the
auditing procedures spplied in the audit. of +the basic oamb
statemants, and in onr opinion, except for the items set forth above,
stated in all material respects in relation to the basic financial statemants taken

as a whole. .

our audits were made for the purpose of forming an cpinion on the pasic financial
statements taken as a whole. The information in the Overview Sectien iz not a
required paxt of the basic finanaial statements, but is supplementasy information.
We did not audit this informatiem, and because of the axceptions set foxth above,
we do not express an opinion om such infoxmation. :

oy # oo £, OO

GRIFFIN & ASSOCTIATES, P.C.
Certified Publiec Accountants

Boulder, Colerado
January 22, 1999

11
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OFFICE
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SEPTEMBER 30, 1998 AND 1897
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U.8. DEPARTMENT OF THE INTERICR
OFFICE OF THE SPECIAL TRUSTEE FOR AMERICAN INDIANS
TRIBAL AND OTHER SPECIAL TRUST FUNDS
MANAGED BY THE
OFFICE OF TRUST FUNDS MANAGEMENT

COMBINED STATEMENTS OF ASSETS AND TRUST FUND BALANCES - CASH BASIS
SEPTEMBER 30, .

1928 1992
Mirket Valuas - Market Values -
‘Cash Basis Infoxmation Only Cazh _Basla Information Only
_ASSETS .

canh. {Nota 4) ) 16,132,320 § 16,132,320 $ 735,011 8 735,011

Investments (Notes 1C,4 and 5)t
Overnight investments 273,413,846 273,413,846 265,049,448 289,848,448
U.3. Treasury and Agency securities 2,066,635,568 2,274,092,618 1,995,077,796 2,143,912,994
Ce.:wc‘m of deposit , 607,865 607,865 5,398,670 5,398,670
Bguity securities - IVA praferred stock 4,098,730 5,131,035 7,548,750 7,814,213
Mortgage backed securities 98,360,181 103,687,933 105,112,677 105,891,225
Total investments 2,443,916,210 2,657,733,297 2,402,986,341 2,552,065,550
Total assets 3 2,460,048,530 8 2,673,865,617 § 2,403,721,352 § 2,553,600.561

TRUST FUND BALANCES, held for Indian Tribes

and Othar Special Trust Funds (Note 7) $ 2,460,028,530 $ 2,673,865,617 4 2,403,721,352 ° § 2,553,600,561

The accompanying notes are an intagral part of these statements.
13
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' ' U.8. DEPARIMENT OF THE INTERIOR
OFFICE OF TEE SPECIAL TRUSTEE FOR AMERICAN
TRIBAL AND OTHER SPECIAL TRUST FUNDS
 MANAGED BY THE
OEFICE OF .TRUST FUNDS MANAGEMENT

IN TRUBT FUND BATANCES —

COMBINED BTATEMENTS OF CHANGES I
ENDED SEPTEMBER 30,

FOR THE YEARS

1998
RECEIPTS: o
Intarest and dividends earned »
on inmvested funds (Note 2B) , $ 132,513,749
Net gain on dispositien of investmants 14,965,058
Other receipts (Nota 2C and 9) ' |, 246,758
. : 521,725,539
DISBURSEMENTS ¢
Payments to snd on behalf of
Ipdian Tribes and Other -
Special Trust Funds and Withdrawal of : :
of txust funds by Tribes (Wote 20) 465,398,362
) Receipts in excess of disbursements 56,327,179
TRUE? FUND BALANCES, beginning of year 2,403,721,352

Beginning Trust Tund balances
adjustment for cash basis (Wote 10)

TRUST FUMD BALANCES, end of year (Note 7)

pa—

$ 2,460,048,530

Market Value = Information Only

TRUST FUMD BALANCES, beginning of year -
at Market Value
Racaipts in excess of dizhursements
Unrealized Gain (loss)

$ 2,553,600,561
56,327,178
63,937,878

@023

INDIANS

CASH BASIS

‘$ 153 ,714,298

9,501,186

606,996,676

. 438,885,964

168,110,712
2,297,852,066

 (62,241,406)

$ 2,403,721,352

$ 2,261,723,615 ¢

168,110,712
123,766,234

TRUST YUND BALANCES, end of year

at Market Value (Hote 7) $ 2,673,868, 617

$ 2,553,600,561

14
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s U.8. DEPARTMENT OF THE INTERIOR
OFFICE OF THE SPECIAL TRUSTEE FOR AMERICAN INDIANS
TRIBAL AND OTEER SPECIAL TRUST FUNDS
MANAGED BY THE
OFFICE OF TRUST FUNDS MANAGEMENT

NOTES TO THE FINANCIAL STATEMENTS
SEPTEMEBER 30, 1958 AND 1897

NOTE 1 == BACKGROUND AND DESCRIPTION OF THE ORGANIYATION

A. Overview of Trust Funds, the Office of the Specisl Trustee for Averican Indians

("OST") and tha Office of Trust Funds Management (“OTFM”)

Formation of the Trust Funds - The legislation, which aunthorizes the Seczetary of
The Interior (“tbe Secretary”) to manage the Tribal and Other Special Trust Funds
(“Irust Funds¥), recognizas the unique trust relationship that exists between the
Indian Tribes and the U.8. Faderal Govermmeant. Agreements betwaen the U.s8. Federal
Government and the various Indian Tribes, many of these in the foms of treaties,
recognize the sovereignty of tribes. During the course of the Nation's history and
the U.S. Federal Government’s varying policies toward Indian Tribes, the trust
relationship has retained characteristics based upon tribal sovereignty: '

The balances that have accumulated in the Trust Funds have genarally resulted. from -

payments of alaims by the U.S. Federal Government, land use agreaments, oil, gas
and mineral extraction and investment incoms,

The Secretary has baen designated by the U.S. Congress as the primazy U.S. Federal

Govermment trustee on bebalf of the account holdexs of tha Trust runds. Through'

February 8, 1996, the Secretary, in turn, delegated authority for managemant of the
frust Funds, dincluding accounting and financial reporting, to the Assistant
Seoretary - Indian Affairs, who caxried out the management of the Trust Funds
through the Bureau of Indisn Affaizs ("BIA*). The American Indian Trust Fund
Management Reform Act of 1594 (“P.L. 103-412") pxovided for the establishmant of
the OST. ©On Tabruary 9, 1996, Secretarial Ordexr 3197 (“the Ordexr”) redelegated
this amthority to OST and transferred the OTTM, and finanecial trust services
performed at BIA Area and Agency Offices, from the BIA to the OST.- :

Organization of the OST - Trust assets are managed under the delegated authority of ‘
~ the OST and thz BIA. '

¢ Agency and Tield Offices - The OST and BIA maintain Agency and Figld Offices
Jocated throughout the Unitad States. Generally, Agency and Field Offices
are physically located near the Tribes served. The Agency and Field Offices
may play a significant zole in Tribal affairs through assistance® in financial
planning, financial operations and policy and program davelopuent. osT
personnal located at most of the Agency Officas pexform vaxrious functiens
related to trust funds activities.

¢ Area Offices - Each of the Agency and FTield Offices is orxganizad undex one of
the Area Offices. The Area Offices provide administrative mnd operational
support for their respective Agency and Field offices. *

e Office of Trust Tunds Management - The OIFM, established Octzober 26, 1989,
and located im Albuquerque, New Maxico, bhas management responsibility over
a1l Indian Trust Funds. The OTFM carries out its respossibdlities through
the following Divisions and Staff Offices:

15
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U.S. DEPARTMENT OF THE INTERIOR
OFF1CE OF THE SPECIAL TRUSTEE FOR AMERICAN INDIANS
TRIBAL AND OTHER SPECIAL TRUST FUNDS
MANAGED BY THE
OFFICE OF TRUST FUNDS MANAGEMENT

NOTES TO THE FINANCIAL STATEMENTS
SEPTEMBER 30, 1988 ARD 1897

Divisien of Trust Funds Quality Assurance - This division plans, develops,
and implements the O3T-wida operaticnal review, sevaluatiecd: policies and
regulatory managument programs. The division advises OST/OTFM managemant
on the sfficiency, econemy, legality and effectiveness of operations and
compliance with all mandated laws and regulations at the program, field
and tribal level where appropriate. 1t identifies, develops, and
coordinates tha preparation of trust fund management policies and
operaticnal proceduxes. '

Divisien of Trust Funds Systems - This division providas daily technical
support for . tiust funds financial accounting systems to end users,
including OST, BIA, and trxibal exployees. The divigion cooxdinates OST's
ADP and related information management activities and providas support in
such areas as acquisition assistance and management, technology
scsessment, and techoical suppext for office automation haxdware,
software, and training.

pivision of Trust Funds Accounting - This division procasses and contxols
accounting activities which recoxd and report funds collected, disbuzrsed,
invested, and held ia trust., It plans, develcps, and recommends policies
and procedures geveraing collection of Trust Funds, as well as monitoring
collections and recerding of funds. It is also responsible for investment
accounting activities and for providing custodial services for investment
activities.

pivision of Trust Fands Services - This division plans, develops,
cperatas, and contrxols the buying, selling, and trading of investments in
acoordance with applicable laws, regulations, and policies. It provides
techrical advice aund assistanca to Area Offices, Agesncy offices, and
Indian Tribes in developing financial plans and investment strategies for
Trust Fonds. . . :

Division of Trust Funds Reporting/Reconciliation - ghis division is
Tesponsible for reconciling subsidiary accounts and monitoring Trust Fund
activities. The division prepares cextain finanecial and accounting
reports for use within tha U.S. Federal Governmant and for inclusien in
various OfIM-wide reports.

Division of TField Operations < This division coordinates  the
adoinistrative and technical execution of financial trust programs
conducted at subordinate offices; providing oI cbrtaining , adequate
technical service to guide and support field operation®; and evaluating
the performance of field level organizations. The division, through its
subordinate officas, is also zesponsible foxr the work processes raelated to

. receiving, zecording, and disbursing genmeral trust ancl judgement funds

collected by the BIA, belonging to tribes, and preparing. maintaining, and
reconailing recorxds.

16
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U.8. DEPARTMENT OF THE INTERTIOR
OFFICE OF TEE SPECIAL TRUSTEE FOR AMERICAN INDIANS
TRIBAL AND OTEER SPECIAL TRUST FUNDS
NARAGED BY THE
OFFICE OF TRUST FUNDS MANAGEMENT

NOTES TC THE FINANCIAL STATEMENTS
SEPTEMEER 30, 1998 AND 1997

Description of the Trust Funds

The Trust Funds are managed by the OTIM and BIA on behalf of Tribes and Othexr
Special Trust Funds. Certain of the Tribal and Speaial Trust Funds are subject to
legal, regulatory, budgetary, court ordered or other rastrictions. A brief
description of each Trust Fund follows:

¢..Tribal Fund-= Approximataly 315 Tribes have acacunts in.-the  Tribal Fund;

however, some. Tribes have mmltiple accounts. As.a :.mt.»lmnximhll'
1,700 -and -1;600 separate accounts cocmprise tha Tribal Fund 88  of--September
30,. 1998.and 1997 respectively; - Approximately 49¢ and 44% of the Txibal .Fund
assets axe; hald on behalf of six account holders as of September 30, 1998 and
1997, raespactively.

Tribes <realize receipts from a variety of sources jingiuding land use
agreemants, royalties on natural rescurce depletion, Tribal entarprises
related to txust reascurces, judgment awards, sattlement of Indian claims and
investment income.

Other Special Trust Funds - Other Special Trust Funds represent other trust
assets currently managed by the OTFM.. Authorization for mapnagement of these
assets is based on U.S. Congressional Acts establishing such funds., Each of
these funds either reverts back to the U.$. Fuderal Government upon cartain
conditions, or the corpus of the fund is nen-e:@cndablo. A bxief description
of each Fund follows: .

¢ Alaska Native Escrow Fund - The Alaska Kative Escxrow Fund wWas established
by U.S. Congressicnal act for Alaska Native Corxporations and Villages for
land of which boupdaries wers disputed.. Preoceeds received or daposited -
ints this fund are derived primarily from contracts, leases, licenses,
poxmits, xights-of-way, eta. The procseds, plus accrued interest, axe
paid out to the appropriate corporation or individuzl %o yg;ich the land is
cenveyed by the U.8. Faderal Governmeat.

0 Cochiti Wetfields Fund - The Pucblo de Cochiti (“Pueblo”) and the U.S.
Army Corps of ZEZnginears enterad into a settlement agrecmant for water
seepaga problems at the Cochiti Dam eon Tribal lands. The agreesmant
establizhed a fund for the sole and specific purpose ©f operating,
maintaining, repairing and replacing this drainaga system. Although the
fund is invested and managed by the OTTM, tha fund remains tha propexty of
the United States, and will ruvert to the Dapartment of the U.8. Treasury
("Treasury”) if Cochiti Dam becomas non-cparatiocnal and the Pﬂﬁbl" agrees
that the drainage system is no longer needed.

¢ Papago Cooperative Fund - Ths Tohono 0’odbam Nation, with respect to the
San Xavier Reservation and the Schuk Toak District of tI3e Sells Papage
Reservation, was awarded a sattlement in the form of waater rights for
water that was taken f£rom reservation land. The water =xights give the

17
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U.g. DEPARTMENT OF THE INTERIOR
' OFFICE OF THEE SPECIAL TRUSTEE FOR AMERICAN INDIANS
TRIBAL AND OTEER SPECIAL TRUST FUNDS
MANAGED BY THE
OFFICE OF TRUST FUNDS MANAGEMENT

NOTES TO THE FINANCIAL STATEMENTS
SEPTEMBER 30, 1998 AND 1997

B. Interest Receipts

Tribal Trust and Other Special Trust Funds are invested separately by account with
jnterest recorded basad on actual income received from each investment. Intarest
is received in two ways: (1) directly from investment securities in which the Trust
Funds are placed, such as certificates of deposit at financial institutions or U.S.
freasury, Agency or U.S. Federal Government sponsored securities, of (2) from »
U.S. Treasury overnight investment (“overnighter”), which earnz a rata comparable
to "Fed Funds” rates. Tha interest on the ovarnighter investments is calculated
daily, compounded, accumulated separately for participating accounts and poated to
the separate accounts monthly.

C. Othexr Receipts

Approximately 27%¢ and 33% of other recaipts are as a result of claims and judgment
awards to Tribes and Other Special Trust Funds by the U.s., State and local
governments, and private entities and individuals. for the years ended Septembexr 30,
1998 and 1997 respectively.

Other trust receipts are genarated from a variety of assets that are hald in trust by
the U.S, Federal Government and managed by the various Agenaies and the BIA onr behalf
of Tribes. Such amounts include receipts from varicus leasing activities, mineral
royalties, and sales of extracted minerals, timber and forest products: fees and
fines, and the granting of easements. .

D. Disbursements

Payments disbursed to Tribes and Other Speeial Trust FPunds consist of investment
incoma as well as funds from various income producing activities such as leasing,
soyalty payments, minerals extraction and timber and forest product sales., «Undax
certain conditions, Tribes disburse per capita payments- to. their enrolled members; from
the Trust Funds. Payments are made to Tribes from the proceeds of Vvaxious judgment
awards. Upon sutmission and approval of the required documantatien, Tribes may submit
requests for payments in accoxdance with terms and conditions of the awards. '

P.Li~103-412, specifically..allows. £o0r~the .voluntary. withdrawal:. from zthe . Trust:Funds

program.. An Indian Tribe may submit a plan to withdraw some or =mll funds held iz

trust for the Tribe. The plan zust be approved by the Searetaxy, DOX, and the
appropriate Tribal governmental body, and must pxevide an indication as to the
capability and experience of the individuals or institutions managing the Trust Funds.

During fiscal year 1997;~cne:Tribe withdrewrapproximately- $60" milljiom pursuant=te=PlL.

103=412.

. »

B. Significant Bstimates

The preparation of financial statements requires management to makes estimates and
assumptions that affect certain reported amounts and disclesures. - Accordingly,
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Tribe flexibility in the management of water resources and encourage
allocation of those resources to their highest and best uses, The aw d
funds are to be used for Tribal government, health, education, sociall
sexvices, ecapital improvements and economic development progTams.

0 Contriduted Funds - The OTFM maintains eight (8) contributed funds that
wera establizhed by donations. The individual funds each have a specifi
vse ox purpose in soms form to better the lives of Amarican Indians by
giving assiastance for education. '

0 George €. Edgetar Fund - This fund is available, according to the terms
the bequest, for expanditure az determined by the Assistaant Secretary -
Indian Affairs for the relief of indigent American Indians.

C. Investment of Trust Fund Assets

Authorizing legislation and a substantial body of case law specify how the Indian
Prust Fund assets should be managed and which financial instruments constitute
appropriate investments for Indian Trust Funds. Trust funds are directly invested
in U.S. Federal Govermment securities, including U.8, TreasuryY and U.S. Federal}
Government Agency issues, as well as certain other securities that are guaranteeds
by the U.S. Federal Government. A portion of Indian Trust Funds are also invested
with financial institutions at which such deposits arye covered by Federal
depository insurance. ' -

NOTE 2 -- SUMMARY OF SIGRIFICANT ACCOUNTING POLICIES

A. Basis of Accomnting

accounting othex. than generally accepted accounting principles,. for. tha . Tribal* and

accepted acoounting principles in that receivables and payables are not recorde
and premiums and discounts are not amortized or accreted. Investments are stateq
at historical cost. Interest xzeceipts reported im the Statement of Changes
Trust Fund Balances reflect the interest received during the fiscal year.
financial statements include a market value column for informational purposes.
market value information is integral to the fiduciary responaibilities of the OTFM.

The Indian Trust Funds acoount for assets held for others in & trust capacity and
de not invelve neasurement of operations. Receipts are recoxded when received,
bacause it is not practicable to measure tha majoxity of »uch iteme prior to
receipt. Accordingly, receivables are not reflectad in the accompanying financia
statements. The accempanying financial statements include only the Balances held
in trust by the OST and OTFM for others and do mot include (1) the account balancesg
of the OST and OTFM (general appropriations, personnel and occupancy costs, etc.)
or (2) the wvaulues of Indian lands, buildings or other Don-monetary assetsy
regardless of the source of funding (Tribal monies, Congressi onal appropriations
Indian Trust Fund resouxces, etc.).
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actual results could differ from those estimates. Management considers the maxket
value of investments cne such significant estimata.

NOTE- 3 = ACCOUNTING-SYSTEMS AND MATERTAL" IRTERNAL CONTROL WEARNESSES

The accounting systems, subsystems end intarnal control procedures used by the OST
and the OTFM have bistozically suffered from a variety of system and procedural
internal ocontrol weaknasses. Some of these weaknesses 8long with their
izprovenants are &8 follows!

A. There were and still are some gaps of consistency in the application of
accounting and relatad procedures being utilized oTri-wide, which cause
accounting errors in the JIndian Trust Funds. standardized documented
policies and procedures are in variocus stages of development to address
21l significant accounting processas.

B. There is .iudaquate.sogngat.ion for many key duties, puticulu-ly in the
accounting procasses performed at the Area and Agency offices. . Efforts
bave been implementad to centralize the accounting input functions to the
central office, which is expactad to address the segregation of
conflicting dutiaes issue.

€. Records management is inconsistent and inadequate t© ensure the pxoper
£iling and safekeeping eof Trust Tund records to support trust financial

activity, however, a mandatery documents policy ha#® been adopted and
verificaticon of these mandatory documents will be checked in the
contralized accounting pre-posting raview procedures.

.D. Prioxr to October 1998, internal financial statemepts were not being-

prepazed in asccordance with the cash basis of agcounting vwhich is a

ecmprehensive basis of accounting othex than generally accepted accounting
principles. The OTFM did compile a Statement of Assets and Trust JFund
Balances and Statement of Changes in Trust rund Balances as of and for the
month ended October 31, 1956 and is expectad t© eompile finaneial
statements on a quarterly basis.

E. There is-an. unrecoaciled differance of approximately $35,000,000. between
" the.total cash balances reflected by the OTIM for oribal and Othez Special
Prust-- Funds ;- and- Individual Indian Monies and  the Jalances reported by
Treasury-as-of. Septezber 30,. 1998 and. 1997. Treasury ¥xeports reflect
pbalances less than OTFM balances. Issue papors and proposed action plans
for these differances have been shared with departmental personnel and are
the subject of intexdzpa.xbnental discussions.

S Manypindividnal;h'r:ibal,,aomntsﬁ need  to.:bes reconciled. and/ozx resolved
through-negotiation and- settlement -befora- reliance- £3AR- be.placed.cn . the
balances.reflected in. the Trust Fund. acaounts. Upon Xesolutien, it may be
possible to reconcile OTFM cash balances to Treasury . Issue papers and
proposed action plans for thesa differences have been shared with
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personnel and ave tha subject of intexdepartmental

G. Uncextainties regarding the division of responsibilities between BIA and
OTTM staff resulted in ipconsistent implementation of responsibilities.

In an effort to address these pervasive issues, the OTFM was placed undez the
dirxection of the OST, effective February 9, 1996 with Secretarial Ozder 3197. The
Secretary’s decision on system improvements and data clean up were oxrganized into
separate, Dbut conplementing Sub projects, which ocomprise the Trust Management
Improvemant Project ("DEP*) . The High lavel Implementation Plan (*HILP”) for the -
T™IP provides information om and describes sach of the 13 Sub projscts, regponsible

_Bureaus and ©fficas, suppexting tasks, critical milestonas, woxk plans, Tescurce
estimates, and aceountable officials.

NOTE 4 —--_ CASH AND OVERWIGHT INVESTMENTS

e e e ————

mribal and Othexr Trust Funds are disbursed by the OTFM threugh disbursing funations
provided by the Department of the Treasury., Veuchers and Schedules ¢f Payments are
submitted to the Treasury and processed through an electrenic Dprocassing and

‘ certification system.

Upon verifiaation that Treasuxy has y:oqogscd and issued the

resulting disbursements, corresponding accounting entries axe pacorded into the
respactive trust fund accounts., Starting with fiscal Yyear ending Septexber 30,
1982, Treasury checks are only negotiable for ona year from the date of issuance.
and the OTFM xeceives credit, and axedits back to the appropriate account Bolders,
amounts on checks tbat are not negotiated., Cash balances consist of cash deposits
to Treasury betweea the cut-off time for overnight {nvestment, 1:00 P.8@. (MST/MDT) ,
and the and of the business day. Amounts en hand at the Area and Agency. Offices
waiting for deposit to Treasury axe not included in the financial statements.

Overnight investments consist of available cash invested with Treasury.

NOTE 5 -- INVESTMENTS

Investments are racorded at wnamortized historical cost.

The Trust Tund assets have a concentration of credit zisk in U.8. Fedexal
Government securities as mandated by 25 USC 162. :

Certificates of Deposit-

All Certificates of Deposits as of Septexbex 30, 1998 and 1997 were covered by

depository insurance.
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Investments:(at: faizr mazket value) with. schednled maturities sre 3% follows:

Othexr s$pecisl Conbined
Trust Funds !otal

Tribal
Trust

sSeptexber 30, 1998:

¥.S5. Treasury and Agency securitiess -

overnight investwents $ 270,574,963 § 2,838,893 ) 273,413,846
Iess than 1 Yeax 233,307,412 9,587,069 241,975,282
1 -5 Years 469,816,749 24,531,093 494,347,842
5 - 10 Yaars 844,533,757 24,764,993 859,298,750
Greater than 10 Yaars 676,195,694 3,075,053 679,270,745
2,494,508,575 N 53,191,389 2,540,306,464
Certificates of Deposit, 1 - 3 yeaxs 607,865 607,865
Equities with no schecduled maturities 5,131,035 5,133,035
Moztgage backed securities ) .
with varying maturities 103,687,933 103,687,933
$2,603,935,408 S $3,797,889 3% 2,657,73%,297
Septenber 30, 1997:
V.8. Treasury and Agency securities: .
Ovarnight investmants $ 289,077,794 § 770,654 § 289,648,448
Less than 1 Yeax 289,944,929 2,703,752 292,648,681
1 - 5 Yeaxrs 741,287,707 20,105 ,364 761,393,071
§ - 10 Years 849,045,566 7,749 566 856,795,132
Greater than 10 Years 216,168,749 16,907 . 361 233,076,110
2,385,524,743 48,236,691 2,433,761,442
Certificates of Deposit:
Less than 1 Year 4,750,805 4,790,805
1 - § Years 607,865 607,865
5,398,670 5,398,670
Equities with no scheduled maturities 7,814,213 7,814,213
Mozrtgage backad sacurities
with varying maturities 105,891,225 105,893,225
$2,504,628,853 $ 48,236,697 $ 2,552,865,550
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NOTE 6 -~- COMMITMENTS AND CONTINGENCIES

The Secretary has been designatad by the U.3. Congress as tha primazy fiduciary with
responsibility for monatary resources held in trust, collecting all ponies due frem
outside individuals/oxganizations for the usa of Indian lands and the ‘extraction of
natural rescurces from Indian lands, and dispurasing such monies collacted to the
appropriate banaficiaries.

rribal organizations have filed various claims against the United States for failure
to £ulf£i1]l its fiduciary responsibilities and for relatsd charges. Feithar the OTRM
nor the Office of the Solicitor for the U.S, Department of the Interior can presently
determipe the outccme of these actions or the total amount, responsibility and funding
source of the poteantial liability.

Any actnal lisbilities zesulting fxom adverse outccams of the contingencies dascribed
above are genmerally axpected to be satisfied with U.S. Fodaral Goverrmment funds, and
not assets of the Trust Fund. Ko amcunts have been accrued in the accompanying Trust
fund fimancisl statements for potential claims recaivable from the U.8. Federal
Government,

NOTE 7 =-- TRUST FURD BATANCES

wrust Fand balancas are the aggregation of monetary assets held in trust and represent
the amounts owed to bensficiaries as of Septamber 30, 1998 and 1957, for which the
OTEM has a fiduciary Yesponsibility. -

Included in the Tribal Trust. Funds are balances not presently idestified to spacific
Tribes because judgment awards were granted to several Indian Tribes in a particular
geographic araa for sattlement of claims related to certain lands. : )

Tribal organizations bave filed various claims against the United statas for failure
to fulfil]l its fidnaiary responsibilitiss and for related chaxgas. Neither the OTFM
nor the Offica of the Solicitor for the U.S. Department of tha Interier can presently
detarmine the cutcome of these actions ox the total amount, responsibility and funding
source of tha potential Jiability.

Any actual liabilities resulting fxom adverse ontcomas of thea contingencies described
above are generally expected to be satisfied with U.S. Federal Govermment funds, and
not assets of the Trust Fund., No amounts have been accrued in the accompanying Trust
Fund financial statements for potential claims receivable from the U.3. Federal
Government.

NOTE 8 —- SIGNIFICANT TRANSACTIONS WITH OTHER U.S, FEDERAL GOVERNMENT ORGANIZATIONS

Debt Arrangements '

The BIA is a party to various note payable agreements. Thase agteemeﬂf-“ are primarily
between the Indian Tribes and the U.S. Depaxrtment of Agricultaaxe Farmers Home
Administration (“FmAAY) or the U.3. Department of Commexce Ecoraemic Daevelopment
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Administration (“EDA¥). The proceeds of the FmHA loans are used by Indian Tribes te
repurchase fractional ownership intexests in allottad lands from individual Indians.

The receipts from the acquired ownership interests are deposited inmto "Special’
Deposit” accounts in the IIM Trust Fund, and principal and interest payments are made

from these acoounts. EDA

{governmental/administrative buildinga, and facilities for enterprige activities such
a3 manufacturing, hotel/motel facilities, ets.), TIndividual Txikes are liable for

repayment of these loans.
Tepayment of these loans.

Minerals Management Servicesg

The OTFM recaives :.cyalty Payments from the U.S. Department of the Intezrior Minerals
Management Service (“}4S%) on behalf of Indian Tribes and Individuals Indians holding

mineral cights. MMS gene

receipt. At the time the royalty payments are received, MMS provides the OTFM with a
breakdown of 1008 Tribally owned lease royalties, thug permitting the OTFM to allocate

the receipts direatly into

leases, the royalty payments are forwarded by MM3 and subsequently distributed through
‘ the Royalty Distribution Reporting System (“RORS“)., MM3 and the Buresu of Land
Management both perform verification and other nonitoring procedures of mnmineral

assets, :

Oil and gas companies sometimes make overpayments to MMS. These age £irst paid to the
OT¥X on behalf of Indian Tribes and individuals, and then disbursed by the OTFX to the
beneficiaries. The overpayments generally result from Payments being made based on
estimated mineral production, in eoxder to comply with the Federal 0il and Gas Royalty 3
Management Act of 1982 which requires timely distyibution of royalties. Typlecally,
the oil and gas companies recover such overpayments by adjusting future payments, The

amount of such overpayments

determinable and has not been quantified in these financial statements.

Othex

Asl discussed in Note 4,

disburses for the OTFM. As discussed in Note 6, the DOI Office of the Soliciter
serves as legal counsel for the OST and OTEM,

NOTE 9 -- TRANSFERS

The .OTEM receives monies-into-IIM. spacial. depoxit* atcounts for both = Tribalrzand<img
beneficlaxries.=" These™ accotnti“i¥e"to 'be used  as’ ‘Fuspense accountsTts which. funds . are

ENRD EES REG 7& 10

MANAGED EY TEE

loans are utilized for construction of Tribal facilities ]

Proceeds of Labor Trust Fund accounts may be utilized fox

rally transfers the xroyalty payments to the OTEM upon

Tribal accounts, For Tribally and individually co-owned

if any as of Septembar 30, 1958 and 1997 axe not readily

the Treasury holds cash and ovarnight d4dnvestments and

posted- whenxz—the~allocation™ iz~ not~ immediately ™ clear ;=== Fundswsare . subsequently.. |
transferred - from«theIIM~system to™ the  ippropriate” Foibal” *a{.';?ﬁéh’iben*thve " Propex |
allocitions —are~ datermined ™ 5P~ BIK ™" Thosa™ tr¥ansferd ™ amoun tad="to - approximately”

$49,000,000 and-$43; 000,000~

during:the~fiscal-years ended - Septemben: 30, 1998 and 1997

Xespectively. The other receipts category of the Statement of Changess in Trust Fund

Balances includes these net

transfers. The amount of monies not yet #=ransferzed has
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not been quantified in these Tribal and Other Special Trust runds financial

statements,

ROTE 10 —- RESTATENERT OF BEGINNING FUND BALANCE

In audits of the fiscal years ended September 30, 1995 and September 30, 1996 the
audit coverage was intended to maat the requirements of the Cchief ¥inancial
Officars Act of 1990 ("CFO Act”) and contained adjustments to reflect acoxued
interest and dividends, and amortization of premium or aceretion of discount.
However, following management's consultaticns with the Department of the Interior
and officials of the Office of Management and Budget (“OMB¥), a consensus Wwas
achieved to account for Tribal and Other S$pecial Trust Funds on a cash basis. The
pasis for this position is that the majority of assets held in trust for American

Indians are owned by the account holders and are not Federal assets. This wmethod.

of financial statement presentation is consistent with periodis account statemants
provided to accoeunt holders.

The Federal Financial Accounting Standarxds Advisory Board issuad Intarpretation
Number 1 which indicated that the Indian trust funds were not federal monies, and

therefore, superseded the hierarchy of accounting principles, for the Indian trust

funds, that were approved by the Secretary of the U.8. Treasury, The Director of
the OMB and the U.8. Comptxollar Ganeral for use by U.S, Fedaral Government
entities. This interpretation no longer required the Indian trust funds to use the
reporting requiremants as outlined in OMB Bulletins No. 94-01 and 97-01 (Form and
Content of Agency Fimancial Statemants). FPreviocus Indian trust fund financial
statements (fiscal years ended Septembar 30, 1955 and 1996) wexe prepared under the
requirements of CMB Bulletins No. 94-01 and 97-01.

Beginning with the fiscal year, 1997, the OTTM used the cash basis of accounting to
prepare the annual Tribal and Other Special Trust Funds financial statamants. The
net acarnal and amortization/acecretion at Septembexr 30, 1996 amcunted to
$62,241,406.
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SUPPLEMENTARY COMBINING

SCHEDULE- OF . ASSETS . AND . TRUST. FURD BALANCES . —- CASH RASIS

+SEPTEMBER 30, -1998....

Tridbal

Other Special  Combinad
Trust Trust Funds __ Total
ASSETS
cash (dota 4) $ 16,166,462 $  (34,142) §$ 16,132,320
Investmants (Notes 1C,4 and 5):
overnight investments 270,574,963 2,838,883 273,413,846
U.8. Treasury and Agency securities 2,017,444,998 49,190,570 2,066,635,568
Certificataa of deposit . 607,865 607,865
Equity securities - TVA preferred stock 4,898,750 4,898,750
Mortgage backed securities 98,360,181 $9,360,181
Total investments 2,391,886,757 52,029,453 2,443,916,210
Total assats §2,400,053,219 §$51,995,311 $2,460,048,530
" TRUST FURD BALANCES, bhald for Indian
Tribes and Othex Speclal .
Trust Yunds (Note 7) . $2,408,053,219 $51,995,311 $2,460,048,530
Market Value Information only
_ ASSETS
Cash (Note 4) ‘ $ 16,166,462 $  (34,142) $ 16,132,320
Investmants (Notes 1C,4 and 5): .
Overnight investments 270,574,963 2,838,883 273,413,846
U.8. Treasury and Agency securities 2,223,933,612 50,959,006 2,274,892,618
_ Cextificates of deposit 607,865 : 607,865
Bquity securitias « TVA preferred stock 'S,131,035 5,131,035
Mortgage backed securities 103,687,933 103,687,933
Total investments 2,603,935,408 53,797,889 _ 2,657,733,297
Total assets $2,620,101,870 $53,763,747 9 2,673,865,611
TRUST FURD BALANCES, bheld for Indian :
fribes apd Other Special
Trust Fands (Hote 7) $2,620,101,870 953,763,747 S 2,673,865,617

The accompanying notes are an integzral part of these schedul es.
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SUPPLEMENTARY COMBINING
SCHEDULE OF CHANGES IN TRUBT FUND BALANCES - CASE BASIS
‘ - FOR THE YEAR ENDED SEPTEMBER 30, 1998.

RECRIPTS:
Interest and dividends eazped
on investad funds (Mots 2B)
Net gain(loss) on disposition
of invastments
Other receipts (Wotea 2C and 9)

DISBURSEMENTS? ’
Payments to and on behalf of |
Indian Tribes and Otbar
Special Trust Funds and
withdrawal of tzxust funds by
‘_ : Trives (lota D)

Receipts in excess of dishoxsements
TKUST FUSD BATANCES, begimning of year

TRUST FUXD BALANCES, and of
yeaxr (Hote 7)

Harket Value Inforzation Only

TROST FUND BALANCES, beginning of year

@037

c .
rrust Yunds Total

$ 120,201,374

s 13,312,345 § 132,513,719

12,344,716 2,620,342 14,96%,088
373,768,830 477,932 374,246,762
515,314,920 6,430,619 521,725,539
465,151,312 247,049 465,398,361

50,163,608 6,163,570 56,327,178

2,357,889, 613 45,831,741 _2,403,721,352
§2,408,053,219 4 51,995,311 §2,460,048,530

at Market Value §2,505,416,721 § 48,183,840 $2,553,600,561
Receipts in excess of dishursements 50,163,608 6,163,570 56,327,278
'Ua;ealized gain (loss) 84,521,541 (583"‘6_3_) 63,937,878
TRUST FUND RALANCES, end of yeax :
at Market Value (Hote 7) $2,620,101,870 § 53,763,747 $2,673,865,617
e
~ The acccxzpanying notas are an integral part of these schedules.




09/21/01 FRI 14:52 FAX 202 514 4180 ENRD EES REG 7& 10

U.8. DEPARTMENRT OF THX JINTERIOR
OFFICZ OF THE SPECTAL TRUSTEE FOR AMERICAN INDIANS
TRIBAL AND OTHER SPECIAL TRUST FUNDS,
AND INDIVIDUAL INDIAN MONIES TRUST FUNDS
MANAGED BY THRE
OFFICE OF TRUST FUNDS MANAGEMENT

REPORT OF INDEPENDENT FUBLIC ACCOUNTANTS ON INTERNAL CONTROLS

SEPTEMBER 30, 1958

47

@os56




09/21/01 FRI 14:52 PAX 202 514 4180

Repoxted

FTiscal
Teay

1998
1995
1995
1995
1995
1995
1955
1995
1995
1998
‘1995
1995
199§
1995
1985
1995

1996
1996
1996
1996

1996
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SUMMARY OF ISSUES
September 30, 1998 .

Des.ct:lzt:lcm
Cash - Tribal and IIM
Invastnants
rrust Fund Ralances — Tribal and IIM
Area and Agency Offices — Tribal and ITM
Cash - Tribal
Investments Records Management
IIM Special Deposit - IIM

Ownerxship Reacords

Policies am:l_ Procadures - Tribal and IIX

A.ccann'ts Receivable System
Cash Reconailiation Process

Dipastar Recovery - IIM

password Controls — IIM

Application Change Controls = I
Conversion to OzaiTrust
1099 Interest Repoxting — IIN

Inadequate Internal FPinancial
Reporting — Tribal and ITM

Area and Agency Offices — Unauthoxized
Transacticns = Tribal and IIM

Ineffaective Inplementation of Policies
and Procedures — Tribal and IIM

Cash - Failure to Analyra Suspense
Accounts = Tribal and IXM

Cash - Lack of Supporting Documentation
Prior to Recording Transactions
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Unyesolved and

Reported ' Currently
in _ : Raportad as
Fiscal Description fssue # Resolved 1ssus Numbex

Tear

1996  Investments -Lack of Reliable IIM 22 No 22
Balance Available for Inovesting — IIM

1996  Investments - Accounting System 23 Yos N/A
Caloculation Rxxrors

1996  Special Deposit Accounts = Lack of 24 No 24
Policies and Proceduxas and
Inaconsistent Practices -~ IIM

1996  IIM Interest Earnings - Inadequats 28 Yes . W/A
System, Policies and Procedures -
I™

1996  Negative IIM Account Balances 26 Ro 26
Included in Invested Balance = .
I

1596 IIN Amortization/Accretion of ' 27 Yas W/A
Mortgage Backed Sacurities

1996 Trust Fund Balance Transfers - 28  Yes N/A
Recoxded Inconsistently ~ Tribal
and IIM

1996 Earnings on Overnight Investments 29 Yes R/A

1996  Investment/Bolt II System - 30 Yes N/A
Inplementation

1997 Inaffaective Implementation of . k> Ne 3

: Policies apd Procedures -

rribal and IIM

1897  Missing and/or Inccmplete 32 No 32
Documents - Txidbal and ITM

1997 Improper Transaction Coding -~ a3 o as
Tribal and IXM. '

1997 Missing and/ecr Incompleta 34 No L
Documents - Tribal and IIM

1997  Cash and Overnighter Investmants - " 38 Yea N/A

Lack of Transfexr Transaction
Procedures — Tribal and IIM
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Reportad

Tiscal
Yeaz
1997

1997

1997

1597

1897

1997

1988

Description

zmsmu—ucke:m“l
Adj procedures & Lack of Carry Value
ucminatin-whdndlm~

fnvestments — Inadequate Procedures
Relating to Market Prieing and Stated
Market Valuss — Tribal and IXM

rnconsistent Practices regarding
pisbursements from Tribal Accounts =
Tribal

Investments = Lack of Contract
Coppliance - Custodial Reconciliation
- Tribal and IIM

yund Balance - Accepting Nen - Trust
Baneficiaries and Non- Trust Yunds -~
Pribal and IIH

Area and Agency .- Bureau of Indian
Affaixs Trust m-ponsibi.:l.itzlct -
Tribal and IIM

.

Trust Systems
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Issue #

37

41

42

Resolved

———
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N/A
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GRIFFIN & ASSOCIATES, P.C. o
CERTIFIED PUBLIC ACCOUNTANTS , DAND. GRIFFIN I

!
) REPORT OF INDEPERDENT PUBLIC ACCOUNTANTS ON INTERNAL CONTROL STRUCTURE

To the U.S. Dapartment of the Interiox
Office of the Special Trustee for American Indianas:

We have audited the Statements of Assets and Trust Fund Balances aad the related
Statements of Changes in Trust Fund Balances for Txibal and Other Special Trust
Funds, and Individua)l Indiap Monies trust funds (“IIMY) managed by the U.8,
Department of the Interior Office of the Special Trustee for Amrican Indians
(~0S2¥) Offica of Trust Funds Management (“OTFM") as of and for tbe yeaxrs endad
Septenber 30, 1998 and 1997, and have iszsued our report thereon dated Japuary 22,
1999. ‘ ’ ' _

We conducted our audits in asccordance with ganerally accepted anditing standaxds.
Those standards require that wa plan and perform the audits to cbtain reasocnable
assurance about whether the financial statements are.free of material Disstatement.

The management of the OIFM is xesponsible for establishing and =aintaining an
intarnal control structure. In fulfilling this responsibility, estimates and
judgments by management are required to assess the eXxpected benefits and related
costs of internal control structure policies and procedures. The cbjectives of an
internal contrsl structure ars to provide Danagement with reasonsble, but not
absclute, assuranoe that assaets are safeguarded against loss from usauthozized use
or disposition, that transacticns are sxecuted in accordance with Nanagement’'s
authorization and 2recordad properly to permit the preparatiop ©f Zinanelal
statements in accordance with the cash basis of accounting used to pzepare the
, Tribal and Other Spacial Trust Funds financial statements, and the ®odified cash
basis of acoounting used to prepare  tha . Individual Indian Monies
Trust Tunds finangial statements, Also, projection of any evaluation of the
internal control structura to future pericds is subjeat to the xisk that procadures
may becope inadequate because of changes in conditicns or that tha effectiveness of |
the design and opexation of policias and procedures may datariczates.

_—_________________.._——.—
e e e M L

= Ll —

e e w =

In planning and parforming cux aundits of the Statement of Assets and Trust Fund
Balances and the related Stateamant of Changes in Trust Fund Ralances £or tha Tribal
and Other Special Trust Funds, and Individual Indian Monies managed bY the OTIX as
of and for the years onded September 30, 1998 and 1997, we cbtained an
understanding of the intezrnal ocoatrol structure. With reapact to the intarnal
control structura, we obtained an understanding of the design of relevant policies
and procedures and whether they have been placed in operation, and we assessed
control rxisk in order to determine ocur auditing procedures for thae purpose of
exprassing an opinion on the Statement of Assets and Trust Tund Balances and the
related Statement of Changes in Trust Fund Balances and mot to provide an opinion
on the internal control structure. Accordingly, we do not express ssxch an cpinien.
Also, for these significant internal control structure policies and pprocadures that
were properly designed and placed in cperation, we performed tests to datarmina
whether such policies and procedurea were oparating effectively at Septezber 30,
1998 and 1997. ’

e e e

We noted certain mattars invelving the internal control structure ancl its operation
that we consider to be reportable conditicns under standards esta¥>»lizhed by the
American Institute of Certified Public Accountants. These matters ax@ described in
the “Reportable Conditions” saction of this report. Raportable conctitions Liavelve

& 51

4730 TABLE MESA DRIVE, SUITE €100, BOULDER, COLORADO 80303
PBONE (303) 543-8868 . FAX (303) 543-8869
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matters coming to our attention relating to significant deficiencies in the design
or oparation of internal control strueture that, in our jJjudgment, could adversely
affect OTFM's ability to record, process, sumsarize and repoxt financial data
consistent with the assertions of management in the finaneial statemnts.

A material weakness is a reportable condition iam which the design OF cperation of
cne or mora of the internal ocontrol structura elements does pot reduca to 2
relatively low level tha risk that eryors or irregulaxitias in apounts that would
be material in relation to the financial statements being audited my 0ScuZ and not
be detected within a timely peried by employees in the noxrmal cousse of performing
their assigned functions. Thase matters are dascribed in the wpaterial Weakness®
section of this xeport. :

We also noted other matters involving the internal control structure and its
cperation as well as certain othax. advisory comments, which wa did not considex to
be reportable conditions. These comments are set foxth in the “Other Advisoxry
Comments” section of this repoxt. 2

In the Reports of Independent Public Accountants on Intarnal Contzol Structure for
the yeara ended September 30, 1997, 1996 and 1935, we poted matters involving the
internal control structure and its operatien that wa considered to be matarial
weaknesses, reportable conditions and other advisory comments, The dispositicd of
these mattars iz set forth in the “Summaxy of Issues” section of the report. i

GENERAL — TRIBAL AND IIM

The accounting systems and internal contrel procedures used by the OTFM bhave
historically suffered frem a vsriety of system and procadural isternal control
weaknesses. In addition, current management is burdened with the ongoing impaat of
decades of accummlated erzors in the accounting recozds. These Zfactors place
significant limitations on management’s ability to affactively manage the trust
funds entrusted to the OTFM.

In an effort to address these pexvasive issuecs, the OTFM was placed undex the
direction of the.OST, effective February 9, 1996 with Secretarial Order 3197. The
Secretary’s decisien on system improvements and data alean up were organized into
separate, but complementing Sub pxrojects, which comprise the Trust Management
Improvement Projact (“IMIPY). Tha High level Inplementation Plan (the “Flan”) for
the TMIP provides information oa and describes each of tha 13 Sub projects,
responsible Bureaus and Officex, supporting tasks, aritical wilastones, woxk plans,
rescurce estimates, and accountable cfficials. '

The following are excerpts from the High Level Implementation Plam prepared by the
U.S. Department of the Interior, Trust Managament Improvement Preoject, dated July
1596. .

wConcern about the mapagement of Indian Trust funds is a Longstanding
issme, AS early as 1928, tha U.S. General Accounting orfdca (GRO) =

management. Sinca them, thera have been snumerons reparts nighlighting
yeaknesses in management and accomnting practices frem such ovarseeing
entitiecs as tha Congressional Comnittees, the Office of Mazagement and
Pudget (OMB), the Inspector General and Departmesnt Bureau Tevievs as

well as outside centractor reports.”
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wyn 1994, Copgress passed the American Indian ITrust Fund Manigement
reform Act of 1994, 25 United States Coda (U.8.C.) $$4001-4061, which
established the OST, Undayr this legislation, the Special Trustes, who

to the Sacxratary of the Intezrioz, is responsible for oversight,
reform, and coordination of the policies, proceduzes, systess and
prastices nsed by various Departmwental agencies im managing Indian
trust asscts, Specifically, tha Special ITrustee wvas charged with

) Providing adequate systems for accomating for and reporting trust
Lfund balanceas;

. Providing adegquate contzrols cver receipts and disburgenents’

. Providing periodic, timely reccnciliations to assura the accuxracy
of accounts;¥

. wprepazing and scpplying accocunt bolders with pariodic statements
of their account performanca and with balavces of their accomnt
which shall be available oa a daily basis; .

. Establishing ocnsistent, vritten policies and procedures for
trost fund management and accounting’

. Providing adequate staffing, supervision, and training foX trost
£fund management and accomatings”

. wmmmﬂngfozmmmy,-uwﬂlumciﬂ
a panner consistent with the statutory rxestrictions izposed on
the Secretary’s investment cptions, the return on the ipvestment
of all trust fund monies;

. Preparing. acourate and timely reports to account bholdexd (and
others, as zrequired) on a pexiodic basis regaxrding all
collectiouns, disbursements, Ainvestments, and Zzeturn O3
investnents related to tbheir tzust accounts’s

In Apzil 1997 tha Special fTrustee sulmitted bis Strategic Flan to
nqlmentmmw:eqﬂndbythamdcmwmm’tm
Management Reform Act of 19394,

Notwithstanding tha Secretary’s xreservations about cextain aspects of
the Plan, the Secretary agreed tkat the trust system improvements and
data clean wp effoxts in the Plan could and should proceed as soon as*
posaible within the oxganizational stiucture of the Depaxtment,

The Secretary’s decision on system izprovements and data clean =p were
organired into separate, but complementing Sub projects, vhich cauprise
the Trust Management Izmplementation Plan (TMIP).

53

Qos2




09/21/01 FRI 14:38 FAX 202 514 4180 ENRD EES REG 7& 10

3

the approach selected to implament the Secretary and Spacial Trostee’s
agreements omn postions of the Special Trustee’s Stratejic Plan is
centered on 13 major Sub projects. Thess Sub projects waxe idantified
and designed to emsure coverage of not only the data clean wp and
systems improvemsnts directed by the Secratary, but also to. address the
long standing deficiencies cited by extexnal cvm.ightm‘"&
regard to tha support systems — recexds management, txaining, policy
and procadnres, and internal ccntrols.”

The Sud p:ojccti that the OTIM significaatly contributes to arel

. 03T Financial Data Clean Up = In this Sub project, OST will
standazdize and verify IIM system data for trust resource
records, and correct and establish an inventory of baxd copy
records for each trust fund acecunt.

. Trust Funds Accounting Systam - This Sub project will acquire,
install snd pilot, using a servica bureau approach, 2 proven
commarcial off the shelf trust accounting system to replace the
present BIA IIM acoounting module.

. Records Management - Under this Sub project, a joint Racords
Managument soluticn for Interior trust recoxds will be daveloped
and implementad, involving OST, BIA, M4S, EIM, OHA and other
relevant DOX Officas. The scope includes Indian trust records
management, storage, access, oontrol and disposition, and
. contemplates electroniec zecord Xeeping, including imaging
) tachnology. ’

. Policy and Procedures - DOI trust poliaies and procedures will be
inventoried, reviewed and, where appropriata, ravised ox
established. Thie Sub project specifically invelves and includes
representatives of OST, EIA, MG, BIM, OHA and othax pupartmantal
Offices involved in Indian trust management.

. Training - The Training Sub projest will plan and daliver both
tzust management and ezmployee skills training relevant to
delivery of Intexdor’s trust €iduciary zesponsibilities to
American Indisns. Training will be provided across the Imtexrior
trust workforce and inelude Txibes and participating comtractors.

. Internal Contrzols - The Sub project will systematically address
documented internal contrel daficiencies 4n Inctian trust
management, item by itam, that have been identigied through
internal and external audit, Congressional oversight and outside
yeviews. Corrective actions will be validated and/er dezigned to
assure resolutiocn of all internal control weakness. '
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The other Sub projects are:
BIA Rasources Data Cleaan Up
BIA Probata Backlog )
Trust Asset and Asesunting Management System
. OHA Prcbate Backlog
BIA Appraigzal Program
1RTS Enhancements '
Minerals Managemant Service (MMS) Systen Reengineering

Current Year - sﬂteuba: 30, 1958

OTHER ADVISORY COMMENTS

e e .

Trust stems (42

Note: Issues 12 and 13 address Trust systems. They bave been ccubined and are
cuz:utlyboiagxqpa:tcduhmmbua. .

System Security (BIA) : ) v o
As part of cur audit related to olectronic data procassing (“EDPY), We reviawed
system security. Based upon eoux review wa noted: '

Y pariodic reviews of system reports were not being performed.

v Specific, alearly defined infoimation security policies aad procadures for

system security monitoring do mot exist. ;
Adequate audit trails should exist and be reviewed so thit advarse activity on
genezal support systams oan - ba prevaented’ or . datectad, By wot reviewing
security-zelated reports, theare is an increased risk that computer resources may
be altered without suthorization and without Jdetection through nommil cparating
centxols. _ I

Physical Access to the Operations Service Centexr (TOSC™) at RIA - SR

As part of cur audit related to EDP, we reviewed physical access to the camputer
room, which houses .the INMS system and othex exitical ;‘zuit,jijf_iqﬂiwat
and documents. At present there are 103 active accass cards., B»ased gpon our
review we notad: S . ' ' -

Not all cards are assignad to specific individuails .

Cextain individuals axe in possession of multiple oards

A pumbar 6f contractors with limited need aze in possassion of access cards

A nuzber of OSC perscnnsl whose job function should a0t require acoass to ths
computez room are in possession of access caxds

Two individuals from the Divisicn of Accounting Management are 3n possession
of acoass caxds

Control measures to protect Trust systems from unintentional damage and data
f£rem unauthorized disclosure or modification and access to sensitive areas must
be ‘mqth“ed.

<

Docrmentaticn .

Per our zeview of uccaess to the IIM system (“IFMS”) , wa noted that the access
request forms, which document assigned user ‘codas and pasawords axe not atored
in a secure location at the OTFM.

Without strong controls to safeguard against vnsuthorized access to assigned
aser codes and passwords, the risk of unauthorized modifications 4o tzust data

is increasad.
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v User codes ara not routinely removed for terminated ox transferzad ezployees

is
v Complets documentation does not exist to readily identify the ownes of each
user coda ’
Rithout strong controls related to the acoess to sensitive 7Trest systesms, the
sisk of unauthorized modificatiocuns to trust data is increased. Additionally,
any unintended modifications may ba difficult to detact and correct without an
adaguate audit trail.

e Digastexr Recovery Plan (BIA)

In the event of a disaster, an agreement exists to perform remote processing of
I applications in Scottsdale, Arizona. However, the digasteT Fecovery plan
has not been tested since the conversion of the Unisys Al7 to the Unisys WX
Clearpath Server. It has bean almost two years sinca tbe last test was
performed, Without a proven recovery plan, tha possibility exists that Trust
cperations would pot resums within a reasonable pariod of time in the event of a
dizsastax. .

Recommendation ({42)i Management should devalop and implement written policies and
procedures defining appropriate system security, Fhysical acoess, documentation
standards, password controls and disaster recover plans imcluding. but not limited

s) gystem generated security reports axe pariodically zus and zeviewed for
anusual activity, . )

b) Immadiate revocaticn of access upen tarminaticn, ratizement o trsnsfex
of an employee (Shomld be part of exployoe chack out procedare).

c) Pericdic review of issued cards and scoess levels for staff changes.

d) Granting acoess cunly to thosa individnals whose Job function requires
access on & routine basis,

e) Documentation that dizcloses trust system usex codes and passwords be
in a sacsred location at all times.

£) Passwords ba periodically changad.

g) Every user code be readily identifiad to a specific usex.

h) A full tast of the disaster recovery plan should ba performed as soon
as possible.

CLIENT RESPONSE (42): The OITM bas no coatzol over the security procedsres for the
IIM application of the IXMS, physical access controls to the Opexations Service
Center nor passwoxrd controls for IRMS. Thase functions are @ither undar tha

Baginning in the fiscal year 1999 the Division of Trust TFunds Systems stores the
accass request forms in a locked area. The Branch of Intarnal Review will verify
this during their periodic reviews.

The 03C is scheduled to conduct a disaster recovery test during the third quarter
of fiscal year 1999.

The conversion of both OmniTrust and IRMS systems %o rrust Fundss Accounting Systems
(“TFAS"7), scheduled to ba complated in fiscal year 2000, is @xpected to resolve
the EDP issues.  The Branch of Internal Review will conduct pexiedic reviews of the
security application procass for TFYAS. Passwozrds on TIAS will be changed every
thirty days. TIRS has an internal memory feature that prohipits use of the same
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)as:wo::d on a repeat basiz. A databaca of usar ID’'s containing nane, jocation and

telephone mumber of each user is maintained by the OTFM., The Divisios of Txust

Funds Systems is now notified when amployees are terminated or transferred. A
disastes recovery tast of TFAS is scheduled for the first quarter of fiscal yeax
2000.

prior Year ~ ssgtunbe: 30, 1997

OST hazs made considerable efforts towards improving the accounting systems and
internal coptrols in place within the OTfM. We have cocmsidered this 3% ongoing
reform efforts, and hive adjusted certain past wMatarial Weaknesses to “Repoztable
Conditions and certain past “Reportable Conditions® to wother Advisory Comments”
based on the progress made to date and the axpectation that these items will - soon
be resolved due to the initiatives and centralization efforts that aye im place.
We will continue to monitor the progress of the past items and report ©B them
apprxopriately to OTFM management.

The following issues are repeated from the prior years' (1995, 1996 and 1997)
Repoxrt on Internal Controls. Im an effort to consolidate similar issues, we bhave
cccbined ceprtain items into one issue and have prefaced each issua with & mote to
the reader detailing the numbers of the items combined. For a complete listing of
all issues and its current status, please se¢ the m"Summary of Issues within this
repozt. o

MATERIAL WEAKKESSES

Missing and/or Incomplete Documants — PTribal and IIM (32)

)ﬂ part of our audit related to disbursement testing, critical docupentation was

determined to be eithar missing or contained arxzors. We notad instances for which

we were unable to obtain the appropriate documentation authorizing ITM accounts as
automatically disburaing.

During our 1998 field visits, and ia our substantive and compliance testing, we.

poted three items lacking appropriate docupentation authorizing 14 sccounts as
automatically disbursing. This portion of the reportable condition remains
unresoclved as of Septembex 30, 1858.

During our 1997 field visits, and in our substantive and compliance testing, we
noted instances where we were unable to obtain support for a minox zaaching the age
of majority. We noted no such instances in the 1939 audit, and consider this part
of the 1997 matexial weakness rasolved.

Improper Transaction Coding - Pribal and IMM (33):

He noted numerous receipts and disbursements encoded with improper refe¥Xence codes
within the IIM system, particularly, the use of tha “miscellanecus” yef &rence code,
or “payment othexr” although the items represented agriculture leasing, 2and sales,
etc., for which there is specific reference codes available., We also moted
improper transaction code exrexs in the CuniTrust system, where lease payments axe
coded as land sales, or transfers between or within appropriations were erroneonsly
secorded. As a Tzesult, the OTFM cannot provide reasonable assurance® as to the
pature or amounts represented, as individual categories of trust aceceipts and
disbursements.
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The sample sclacted during tha Septembex 30, 1958 audit disclosed reference code
excaptions.

Thig condition ryemains unresolved as of Septembex 30, 1998.
REPORTAELE CONDITIONS

Ineffactive Implementation of Policies and Procedures - TRIBAL and IDf (31)

Note:; Issues 4, 19, and 31 all addressed inaffactive implementaticn of policies and
procedures. They have all beea combined and are cuzxently being yeported as issue
numbex 31. '

As part of ocur audit related to compliance with intarnal centrols a% they zelate to
standard operating procedures, we mailed two different types of questionnaires
(i.e., Collection Officers and IIM Accounting mechnician) to each Area office and
sgcked the ATA to have all xespective personnel coupleta . and zeturn the
questicnnaires to us as soon as possible. Upan zecelpt we reviewed the
questionnaire responses, condiicted telephone interviews with Area and Agency field
personnel and visited certain Area and Agency offices to clarify the responses
presented. It should be noted that while authority to supazvise financial trust
accounting personnel was dalegated to the OTF¥ in Tebruazry 1996 under the
Socretarial Order 3197, particular trust functicns, aTe parformed py Don-OTFM staff
(i.®., BIA and Tribal) over which the OTFM bas no control mox line authority. As a
result, there is an inability ta implement existing policias and procedures
partaining to non—OTEFM personnel/individuals.

wWhile the OTFM continuas to work towards providing improved regulatory guidance and
policies and procedures, consistent implementation of existing guidelines has not
been achieved due to the decentralized nature of OTEIM field accounting cperations,
lack of peczsonnel at certainm locations, lack of line authozity ovesr cartain trust
functions that impact OTFM operations and inadequate information systems. The
following items zepresent reportable conditions as of September 30, 1898, and
should be addressed by the OTFM:

e Segregaticn of dntia )
7/ In certain instances OTIM staff are perfomming collaction officer duties and
performing account ensoding functions.

rraining . .
v ecollection eofficers andfor IIM Accounting Technicians do pot have trained
alternates to perform the function in thaixr absenca (BIA).

s Safeguarding of assets

v/ Collection officers are oftem the only individuoal with the conbination to the
safe.

7/ Combinations are mot located in a sealed envelcpe with a third party.

7/ Combinations are not changed when an employee with kmowledge of the
combination to the safe leaves his/her position (BIA). ’

v Cash receipts are being stored in file drawers rather than in a’ safe o
vesualt. :

e Fork environwents
7/ Colleation officers work in an open, unsecured environment Ain field offices.
This type of work environment lands itself to the po‘sj_bi],ity of sensitive
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) acoount holdar information being exposed to non-account holdsrs. This
environment also doas not prohibit terminated employees fLrom ro~accessing

their old woxkstations.

¢ Supervisoxy process evievs :
Y paviews of the collection and disbursing procasses are not being pecfoxmad.

v IIM mccounts on hold status are not being reviewed periodically.

sewPonting .0f weibal fonds into. the IRMS aysten
v I accounting tschnicians are currently.posting funds that are known -to be.
_tribal. owned accounts into the IIM system.

e IIM account status changes _
7/ ImM mcoounting technicians de not submit address changes, status (hold)

changes, new account sat UpSs, etc., to a supervisor for approval psior to
processing, asnd =no supexvisory zaview of the change te the gaster recoxd

subsecuently occurs.

\

|

|

\

|

\

|

|

|

|

¢ Ipplementatiom and enforcement of policies and pxocedures |
7 orM Division of Field Opexation’s staff ave not complying with . minixam |
' documpantation standards for ITM transactions as identified in ponss-012. |

v OTTM Division of Quality Assuranca is aurrently not reviewing the opezatiocns :
of the Division ©f Trust Fusd Accounting and/cxr Divisicn of rieid Operation.

|

e Policies and pxocedures
7Y OffM perscnnel do not have a comprehensive set of standard operating
procedures manuals -in which to undarstand their 3jab responsibilities and
’ duties. They are expacted to perforn their dutias by utilizing the Desk
Operating Procedure Manual and/or OTIM issued gumbered policies and
proceduses. ahese sourcas of information should be ccmbined inte &

comprehensive set of operating manuals.

The above conditions remain unresolved as of September 30, 1998, oTF¥ bhas advised
that an action plan is im process which should resolve the above issues by March

31, 2000.

The following items reported undar issue §31 weze rusoclved as of Septamber 30,
1898, )

e An accounting technician processed disbursaments from beneficiary sccounts that
wers on a credit bold status priex to receiving proper authorization and
documentation to remove the hold. Ia this instanca, the beneficiary ascounts
atfected were individoals of close pexrsonal relationship to the accounting

technician.

. Aa IIM mccounting tachnician allowed the Asthorized Collectox access to the IRME
systea undex the clerk/Teller's password, and allowed tha Authorized Collector
to procass transactions.

o The ioventorying of the blank check stock is not always pexformed By aa
individual independeant of the disburszing function or is not pezfo::nﬂd at xegulax

intervals.
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Funds Accepted into Trust without Supporting Documentationh — Trival and IIM (34)

¥e notad sevaeral Tribal tisbar-related collactions posted to ths IIM system which
originated with the Tribe and for which thera was no supporting documentation. The }.

submit all oF - scma- of - the fevenus to-the OTIM foxr deposit into txust... .As.
administratoxr, .- the.. OTTM - needs,- and - should - be- - able to — cbtaim, - supporting
documentation and reasonable assurances from the Tribe regarding the pature of the
funds it is receiving into trust.

presently, BIA is involved in the collection procass. The OTFY¥ can axerciia no
control over their collection officers. This condition was shared with the BIA as
it relates to fiscal year 1957. :

The condition remains unresolved as of September 30, 1998.

Investments — Inadequate Procedures relating to Market Pricing and Stated Market

Values ~ Txribal and IIM (37)

In reviewing the process by which the Branch of Investments cbtsins information to
manually price securities, we determined thera i1s =no documented procedure for
updating and documenting the scurce of informatien for manually priced sacurities.
m£ condition remains unresolved at September 30, 1998. »
OTHER ADVISORY COMMENTS

Investments - Lack of Manual Adjustment Procedures — Tribal and 1M (36)

He were unable to locate documented procedures for performing manual adjustments
(correcting entries) in the ComiTrust system. These procedures should include a.
review of the transaction before and after tha posting to enzure accuracy. . In ouxr |

transactions, we noted the amount of carry value reduced with a principal pay down
did not correspond to tha sams par/cost relationship as indicated in the original
broker’'s confirmation. In zeviewing the history of transactions posted for the
security, it was noted that in tha pravious f£is0al year a mazoual adjustment to
carry value was made incorrectly, thus altering the par/cost yala tionship.

This condition remains unresolved at September 30, 1998,

Investments — Lack of Contract Compliance — Custedial Reconciliation — Tribal and

IIM (39)3

Differences exist between Bankex’'s Trust, OTIM's Custodian, and information
contained on the CmniTrust system, The differences axist predmin*-%ly or the
Bankez’s Trust system and include maturity dates, interest rates and differences in
par value. Although the OTFM has identified and commnicated the diffezences to
the contractor, scme differcnces have aged significantly withom® xasolutioa. The
differancas may lead to difficulties in propar sattlement when securities mature or
are sold if the appropriate party does not resolve them,
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) This condition remains unresolved at September 30, 1598.

Fund Balance — Accepting Non-trust Beneficiaries and Non-trust Funds - Tribal and
IIN (40!

It appears that accounts may be established and maintained for non-trust
beneficiaries and nen—trust money may ba accepted into these accounts. It does not
appear that definitive zegulation or legislaticn exists which specifically
addreszes ths paturs of the allewable collections into trust or whetbar the OTRM
may provide trxust and/or banking sexvices to organirations other than .Tribes ox
Individual Indians.

During cur 1998 field visits, and in our substantive and compliance testing, we
noted eight accounts that appear to be maintained ian the IRM3 systen for various
BIA program related activities.

governmant resources to manage and account for the funds. Addi t{enally, without
proper supperting dooumentaticn, it would be impossible to determine the’ nature of
the funds collectad as being appropriate, Voluntary deposits are genexally
prohibited under 25 C¥R 11S.6,

These practices noted above may exposa the OTIM to unnecassary risk, a3 in the case

of receipt and disbursement of loan payments to third parties without documented -

benefieiary approval.

Currently, IIM accounts are establizhad at 62 field locatioans. Unday the existing
level of field staffing, resources and tachnolegy, the OTIM does not have the
capability to provide a superviscry review and approval of source documents and new
account sat-ups in the IRMS system. ' . '

This condition remains unresolved at September 30, 1998.

Area and ncy - Buzxeau of Indian Affairs Trust Responsibilities - pribal and IIM
(41)

As part of our field visits and substantive and compliance testing, we reviewed the
collection process_ aleng with. supporting documentaticn. for: collections. posted. to
IIM and Tribal- accounts.. . In -so doing, we noted. the following. internal coatzol

issues and instances of non-compliance as they relate.to the.trust -responsibilities

of the BIA:

e ~Unauthorized disbursements from trust accounts occur. Wa als$o noted that
disbursements from IIM accounts with Social Sexvices holds were
"yecommended® by a rubber-stamped facsimile of the superintendent's
sig’nlm-

e Our testing of laase income revealed that interest is not always collected

on late payments. We noted instances where the lessee paidl an incorrect

amount that was less than the lease amount due. We also noted the Agency
was making no attempt at collection of past dua amounts.

,» The lessee did not exacute ons lease selacted in our upstream sample. We
also observed instances of lease payments receipted “pendirng approval ef
the laase." Tha lessea bas had uca of the land.
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(" The Agency holds checka in ecxceas of the 24 hous Treasury Fiscal
Raquirement.

o- »iles containing original documents wers not stored in &8 locked, secure

location.

. Some allotted lands are not being advertised for lease.

where is & lack of segregation of duties when the Mency Authozized
Collector simmltanscusly acts as the Authorized Mail Clexk.

o. Thera is no backup for tha Collections officex, or the altarnate
Collection officer has not had an opportunity to process collections,
which may mean they are no longex familiar with the process-

‘o The Agency accapts parsonal chaecks as a form of payment. On eccasion
perscoal checks were not honored by the issuing bank, and overdrafts to
IIM accounts ogourred as a zesult of the dalay batween the time the item
was returned to the Agency and the distributien to the account holdex.

i

These conditions were shared with the BIA as they related to fiscal yeax 1996 but
is considared unrasolved 'as of the date of this repoxt.

The following sections contain the comments from the September 30, 1996, Report om |
Internal Controls. .

Prior Year — Septesber 30, 1996

MATERIAL WRAXNESEES

Inadequate Internal financial Reporting — Tribal and ITM (17)

In performing our tests related to the tzust fund balances, we poted that the OTIM
could mnot produce a Yeady analysis of the changes in camlative trust fund
balances. The resulting Statement of Changes in Trust Fund Balances for IIM is a
cempilation of information derived <Lrom three different sources, including
OmniTrust data, IIM system data, and manually prepared investment amortization and
accretion schedules.

The OTFJM does not produce internal combined trust fund fipancial zeports or
statements in mccordance with the appropriate basis of accounting. Financial
reporting prepared for management's review contained no Statemant of Aszets and
Trust Fund Balances o Statement of Changes in Trust Fund Balances other than these
produced as a part of the annnal audited financial stataments.

The Statement of Changes in Trust Fund Balances is a generally accepted financial
report that provides an analysis of periocdic receipt and disbupsement activity by
source, and, in assence, represents a sammary reconciliation of beneficiary
accounts at the highest consolidated level.

This condition was unresolved as of Septembex 30, 1998.

This condition was cencurzed and implementation is adderway at September 30, 1998.
The OTTN did campile a Statement of Assets and Trust Fund Balanoes and Statement of

Changes in Trust Fund Balances as of and for the month ended October 31, ,1998. The

OTTM will continue to compile the financial statements on a quarteTly basis.

Area and Agency Offices - Unauthorized Transactions — Tridal and XIM (18)

As part of our receipts and disbursements testing, we zevieved di sbuxsement
transactions for propex approvals, in accordance with 25 Code of Tederal
62
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)hg“lationl ("C¥R¥), Secretarial Oxdex 3177, and Secretarial Oxder 3197 (Zox

transactions subsequent to Februaxy 9, 1996).

In.- our - sample,.., we..noted. that BIA personnal--did-- pot -~approve thren,, Tribal
disbursement transactions from.the IIM subsidiary system totaling-$950,000. ... Thesa
were disbursed prior to the February 9,-1996 Secretarial Oxder 3177 which changed
policies and procedures relating - to~ disburseément ' approvals. — Al - £or . Fwo
transactions. . totaling. .$70,640,- .documantation  supporting. beneficiary spproval of
disbursements to third.parties was not provided. :

OTEM and BIA policies and procedurcs requdxé“an"app:op:inta"app:ml-b‘ﬂd’m‘
prior to funding tribal - disbursements. Without proper approvals, the OTFM xay be
inappropriataly disburaing trust assets. An approval signature indicstes that a
disbursement has been reviewed and is aeppropriate based on Supporting
docomentation. Lack of documentad approval indicates that these steps WAY ox may
cot have occurred. Inadequate documentation of spprovals may also expose the OTTM
to a potential breach of fiduciaxy responsibility.

The condition was shared with the BIA as related to fiscal yeax 1996, Hovevexr, our
testing of disbursemant transactions for the fiscal yeax 1997 revesled saveral
instapces of unauthorized disbursements from both Tribal and Tndividual Indian
Money accounts. This conditien 45 unrasclved at September 30, 1998.

Area and ng Offices - Inaffective implementation of Policies & procedures
Tribal and ITIM {19) ’

Note: Issues 4, 19 and 31 all addressed ineffective implementation of policies and
procednres. They have all been ccmbined and ars currently baixng zeported as issme
ounbez 31, . . , .

REPORTABLE CONDITIONS

tash = Failure to Analyze
An analysis of the items that comprise several U.S. Treasury (“the Treasury”)
suspense and budgut clearing accounts has not been completed. rvherefore, the
OTIM's current procedures for researching and proposing adjustmants to the cash out
of balance condition do not consider whather an offset may slzeady exist within one
of these account balances, Tunds to cover the adjustments may be in a Treasuxy
suspense or budgaet clearing account because the original transagticn may not bhave
been zeportad to Treasury, and a Statament of Difference was ereated. IZ the
Statement of Difference was not resolved, the transaction amount was gransferxed to
one of the Treasury suspense or budget clearing accounts. The Treasury suspense
and budget clearing account balances at September 30, 1997, ware approximately
$100,500, ($3,378,000), $5,957,000 and ($3,310,000).

The Treasury suspanse and budget clearing account balances at Septemdprer 30, 1938,
were approximately $102,700, ($3,379,000), $5,957,000 and ($3,310,000) -

As a resnlt, the xesolutica of reconciling items between the U.S. 'r:éa’“i' and the

goTe

OTFM may be incorrect without consideration given to the items that comprise prior

period suspense balances.

The condition was concurred but remains unresolved at September 30, 159 8.
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|

Investmants - Lack of Reliable IIM Balanaa Availabla for Investing = ITM (22)

The amount invested on babalf of IIM account holders is based on the QuniTrust
system IIM control account balance. The balance per OmniTrust dees not agree to
the balance per the IIM subsidiaxy ledger. The OmniTrust contzol account for I
exceeds the IIN subsidiary ledger by approximataly $29,000,000, At this point in
time, it can not be datermined which system has an accurate balance. Consequently,
the OTFM may ba over or undar-investing, bacause the underlying balance is
unreliable. ‘ ,

During the year ended September 30, 1998 the OTFRM, with the assistance of a .
contractor, initiated a project to identify ecomponents of this puzmbes. As of |
September 30, 1998 tbe aggregata of . all positive fund balances from the IIM
Detailed subsidiary ledgeur exceeded the assets by spproximately $6,700,000.

The condition was concurred but remains unresolved at Septambex 30, 1599

Special Deposit Accounts - Lack of. Policies and Procedures and Inconsistent

Practices — IIM (24)

Note:; Issues 7 and 24 addressed Special Deposit Acaomts. They bave been ‘cembined
and are currently being reported as issue ombex 24.

Pexr 25 CTR, “Spacial Deposit” accounts are to be used as suspense accounts to which ;
funds are posted when allocation of funds is not immediately clesar- These accounts
are maintained within the IIN subsidiary system. The funds are thend transferred to
the asocount holder when the proper allocations are datermined. For receipt and
disbursement transactions specifically related to fpacial Deposit accounts, we
noted a pumber of practices which are inconsistent with management’s defined use of
Special Deposit acacunts, as well as inadequate policies and pxocadures governing
the use of thesa accounts.

Among the issues noted were:

*» lLoan payments to thixd party financial institutions accummlate in a sSpecial |
Deposit account, and lump sum payments are mada on behalf of Peneficiaries. Tha
amounts paid do not squal the amounts contributed by benaficiaries, and it is
not known how the payments by individuals ware reconciled to the lump sum
payments. Further, we were unahle to cbtain documantation €0 SvVPport approval
by the beneficiaries of these paymants made to thizd paxrties.

e A Tribal credit program is using a Special Deposit account to witbdraw funds as {
necessary to make loans to Tribal members. The source of the deposits to this |
particular Special Deposit account may be loan repayment®s, which are not
considered proper recaipts frem trust activities.

e Dast errors that had not been resolved warze posted to Special Deposit accounts.
These include canceled check claims, payments to an incorrect individual for per-
capita distribution, and Ristorical conversion errors (frem saanual to automated
systemn in 1977).

e special deposit nmu contain judgment awaxrd funds,

¢ Special Deposit Accounts are not reviewed periodically to emaSure that they are .
esed for their intended purpose and that balances are curren®=- The OTFM should
work with BIA to determine the propar distxibution.
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of receipt and disbursement of loan paymants or paymants to thizd parties without
documented beneficiary spproval. -

tack of standardized procadures and adaquate rescurces to identify and allocate
these monies is the primary histozrical cause of aged 3pecial peposit account
balances.

This condition was concurred but remains unresolved at September 30, 1998.

fe have been advised by the OTFM that this issue is currently baing sddressed by a
fsesk Force consisting of RIA, OST, Policy Management and Budgat, goliaitors and
office of Audit and Evaluation.

Regative IIM Acceunt Balances Included in Invested Balance — YIM (26)

The IIM subsidiary ledger oontainz negative account balances approximating
$44,000,000, The GmuiTrust contzol acceunt for IIM is supposed to represent the
aggregate net balance of the IIM subsidiary system. However, thig is difficult to
determine because of tha $20,000,000 éut of balance condition batween OoniTrust and
the IDM subsidiary ledger that is notad in a separats rwportable condition., The
invested balance for ITM acceunt holders is equal to the OmmiTrust balanoce. If the
negative balancas are included in both ledgers, IIM account holders with poxitive
balances are being penalized by lewer earnings due to the IIM investment pool being
reduced by the amount of tha negative balances.

@o74

tn addition to individual overdraft accounts, a laxge portiocan of tha, zegative -

balances are dus to negative undistributed interest account balances.

During the year eaded Septembar 30, 1998 the OITN, with the agsistanca of a

contractor initiated a project to identify coamponents of this pusber. As of -

September 30, 1998 the aggregata of all positive fund balances fram the IIM
Detailed svbsidiary ledger exceeded the assets by approximately $6,700,000.

This condition was concuzred but remains unrasclved at Septembexr 30, 1998.

prior Yeax - September 30, 1995

MATERIAL WEAKNESSES

Cash = Tribal and IIM (1)

cash balapces” cooverted ss—of March 31,1995  from “the prior gemexal” ledgexr to
OmniTrust ware spproximately $27,000,000 higher than the balanca as reported to the
U.$. Treasury.. Cash reconciliation procedures only Teconcile current activity frem
OeniTrust to.Treasury and do mot addréss the unreconciled beginning. balasoe... The

composition of the difference is not known and no relianca bas been- cbtained that

either the. OTTX balance or tha balance as reported.to- Treasury balanca is_accurate.

This condition was concurred but remains® unresolved at September. 30,.- 1958.
Further;> tha - $27,000,000. differenca “is now reflected at spproximately - $35,000,000
as- of- September 30, 1998..... Tha out of balance .conditien -changes as.‘:econc.i.linq
items are identified and cleared. .
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Trust Fund Balances — Tribal and ITM (3)

An *Undistributad Interest Acscount fxom TFMS” exists ocn niTrust balances of
approximately $1,800,000 and $2,100,000 at Septaxber 30, 1955 and September 30, §
1998, respectivaly, 4

This conditiocn was concurzed but remains unresoclved at September 30,1998.

The balances are likely to remain intact until the U.8. Fedessl Governmant and the
benaficiaries reach a resolution regarding past activities and balances.

Area and Agency Offices — Tribal and ITM (4)

Note: Issues 4, 19 and 31 all addressed ineffactiwve implementation of policies and
procedures. Ihey have all been cocmbinad and are mtjyuhgzepaxtcdulsmv
auzmber 31,

REPORTABLE CONDITIONS

Cash ~ Tribal (5)

Negative Cash Balancas

There are thirteen (13) ocash acsounts on OmiTrust with negative balsnces totaling
approximately $742,000 and 726,000 as of September 30, 1995 and 1998, respectively.

This condition was concurred but remains unresolved at fleptember 30, 1998, The
current balances, however, are likely to remain intact until the U.8. Federal
Governmant and the beneficiaries reach a resoluticn regarding past activitias and
balances. . .

ITM Special Deposit Acecunts = ITM (7)

,ﬂote:' Issues 7 and 24 addressed Specia) Deposit Accounts. fThey bave been combined
and are currently beingy xeported as issues pumber 24.

Ownership Records = Tribal and IIM (8)

Ownezrship records at the Azea and Agency . offices are not updated in a timely
manner. This results ia the potential for inacemrate distributions of lease income
to IM account holders. Lack of resources to process tha xsignificant aunbear of
changas causez this backlog. .

This condition was concurxed, but remains unresolved at Septesnber 30, 1998. This
condition has been shared with the RBIA,

Accounts Receivable System — Tribal and IIM (10)

The BIA doas not have an aggounts receivable system in place for trust assets. The
GAO, in its report dated Apxil 25, 1994, (GAO/ATMD-94-110R) xecommended that the
BIA develop an accounts recaeivable system. Currently, the BIA has no assurance
that all lease revenues are billed and subsequently collected.

Such a system should provide reasonable assurance that earned xevenues are billed, !
collected and posted to the appropriate beneficiary’s account,
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This condition was concurred but remaing uanaolv-d at Septomber 30, 1998. This
commant has been shared with the BIA. :

OTHER ADVISORY COMMENTS

Electronia Data Processing

Digaster Recovery — IIM (12)

Note: Issues 13 and 13 addressing Tiust  Systoms have been ccubined and are
curxently being repoxrted as issme pumber 42.

Password Controls « IIM (132

¥ote: Issuas 12 and 13 addressing Trust Systems have been couwbined and axe
cuxzently being rTepcrted as issue mumbex 42.
1099 Interest Repoxting - IIM (16)

Currently, there are individuals with no known social security nusber receiving
interest incoma on trust investmants. RBecause tha soccial security. aﬁﬂb‘&' is
unknown, tha OTIM zeports tha interast eaznings to the Internal Revenus Service
("IRS") with no recipient social security number. The OTIM doas not withhold taxes
prior to the interest distribution., Of the approximataly 260,000 acesunts on the
IIM system held by individuals, approximataly balf, eor 130,000, have 5o _soaial
secuzity nunber as of Septembexr 30, 1995, ]

0f the approximately 286,000 mta ca tb. TIM sylt:en lnld hy individnals,
approximataly 106,000 have no social lecu:ity nnnb.: as ot SOptm‘bc: 30, 1990. :

Thias aonditien was coangurzed but bhas not lu-a resolved at IQW 30, 1998,
However, significant efforts are curremtly underway internally and by 2 ‘contractar
to identify missing account holdars and missing socia.l sacu:ity nuzbers.

Our consideration of the internal control structure would not nacessazily disclose
all matters in the internal eontral structure that might be reportable conditions
and, accordingly, would not necassarily disclese all:reportable oonditim ﬂ“‘ are
also considered to be material weaknesses as dafined abeve, '

Thisz report is iutendzd forxr the information of tha :nspecto: Ganeral, The Offica of
Special Trustea for Ameriecan Indians of the U.5. Department of Interior and

management of OTFH and is not intended for any other purpose. Howevex, this report
is a matter of public racoxd and its distxibution is not limitaed.

o f fsociitia, POLARS

& ASSOCIAIES, P.C.
Caxtified Pobliac mtants

Bon.lde.:, Colorado
January 22, 1999 ) - .
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U.8. DEPARTMENT QF THE INTERIOR
OFFICE OF THE SPECIAL TRUSTEE FOR ANERICAN INDIANS
TRIBAL AND OTHER 3PECIAL TRUST FUNDS,
AND INDIVIDUAL INDIAN MONIES TRUST FUND3
MANAGED BY THE
OFFICRE OF TRUST FUNDS MANAGEMENT

REPORT OF INDEPENDENT PUELIC ACCOUNTANTS ON COMFLIANCE WITH
LAWS AND REGULATIONS

SEPTEMRER 30, 1998
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GRIFFIN & ASSOCIATES, P.C.

CERTIFIED PUBLIC ACCOUNTANTS DAN D. GRIFFIN

REPORT OF INDEPENDENT PURLIC ACCOUNTANTS ON COMPLIANCE WITH LAWS AXD REGULATIONS

To the U.8. Department of the Interiox

Office of the Special Trustes for Amarican Indians:

We bave audited the Statements of Assets and Trust Fund Balances snd the related
Statements of Changes in Trust Fund Balances for the Tribal and Other Special Trust
Punds, and Individual Indian Monies trust funds (“IINY) ' managed by the U.8,
Depariment of the Interior Office of tha Spacial Trustea for American Indians
("OST¥) Offica of Trust Funds Management (“OTFM¥) as of and for the years anded
September 30, 1998 and 1997, and have issued cur reports thereon dated January 22,
1999. ‘

We oconducted our audits in accordance with generally accepted auditing standards.
Those standards zequire that we plan and pexform the andits to cbtain reasonable
assuranca about whatber the financial statements are free of material misstatament.

Compliance with laws and regulations applicable to the OTFM iz the responsibility
of the management of the OTFM. As part of obtaining reasonable assuranoe about
whether the statements referred to above are free of material misstatement, we
performed tasts of OIFN's coxmpliance with certain provisions of laws and
regulations. However, tha chbjective of our auvdits was not to pxovide 3R opinien oa .
overall compliance with such provisions. Accordingly, we do not eXpress such an
opinion.

Material instancas of noncempliance are failures to follow xequirements, oz
violations of prohibitiens, contained in law or regulations that cause us to
ococlude that tha aggregation of the misstatemants resulting from those failures or
violations is material to the Statements of Assets and Trust Fund Balances and the
Statements of Changes in Trust Fund Balances, or that the sensitivity warrants
dizclosure thereof. '

The results of our tests disclosed material instances of noncompliance.  As .
commnicated to us by the Office of the Solicitor (*Solicitor”) for the Departmeat
of tha.Interioz, tribal organizations and alasses of Indiaa individuaals bave filed
varicus claims againat the U.S. Federal Government for failura of the U.8. Fedaral
Governmment to fulfill its fiduciary responsibilities and related charges:

Current Year ~ Saptember 30, 1598
IMMATERIAL NONCOMPLIANCE

Noncampliance with 25 CFR 115.6 - IIM (cl)

25 CIR 115.6 states “As a geaezal rule, voluntary deposits shall not ba accepted.
Indisns who require banking sexvices sball be ancouraged to utildize commercial
faailities”. As indicated within the “Report of Indspendent Publig Accountants on
Internal Controls September 30, 19987, we noted several instances im which the oY
accepted voluntary deposits to Individual Indian Money accounts.
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OTHER NONCOMPLIANCE

@o7s

The OTF represented to the Departmeant of the Interior vim 1ts "Management '
Repzesentation Lettexr” dated Dacember 18, 1998 for fiscal year 1998 unaudited
financial statements the following:

We do concur with the Special Trustee in his Annunal Agsurance Statement of
Management Controls for Tiseal Year 1997 “that the 03T systens of management,
administrative and financial controls do not provida reasonable assurance that the
objectives of the IMFIA have been achieved.” However, wea believe that the OST and!
the OTFM are taking the appropriata steps in developing and implementing the “Trust
Management Improvemant Projeact High Level Implementation Plan” dated July 1998.

OTHEER RONCOMPLIANCE

"We have not assessed the effectivenesz of OTIN'E internal control
structure over safeguarding the aszats against unaunthorised aoquisition, use,
or disposition, compliance with laws and regulations, and financial reporting
based upon control aritexia establishaed under the Federal Managers’ Financial
Integrity Act of 1982 (FMFIA) and the OMB Circular A-123 subsequant to
Septexzber 30, 1995. Note: the Special Trustee for American Indians, in his
Annual Assurance §Statement of Management Contxels for Fiscal Year 1997
concludas that the OST systoms of management, adminigtrative and finanedial:
controls do not provida reascnable assurance that the objectives of the FMFIA
have been achieved.” ' ’

Prior Year - Septembexr 30, 1996

Nea-cempliance with DOA098-005 (OTFM Delegation of Authority for Disbursemants) !

(€2)

disbursements from tribal trust accounts require the approval of the Secretary of
tha Interdor or hiz delegata, This authority was subsaquantly ze-delegated to
Agency Superintendents for transactions Prior to Fabruary 9, 1996. On TFebruarxy 9,
1996, Secretarial Order 3197 established the Office of the Special Trustee for
American Indians within the Department of the Intarior and moved the Offica of,
Trust Funds Management from the BIA to the OST. The Secretarial Order issued all
delegations of authority for financial trust services te the Special Trustea forz;
Amexican Indians, and rescinded all such delegations to the Assistant Secretary =

to pexfom financial trust services to the Director, OTFM, with the exceptioa to
- approve withdrawals of tribal funds from trust. This delegation was published as
210 DM 14, Releass 3083, The Director of OTFM, attempted to re-delegate
administrative authority within the jurisdiction set farth in 210 DM 14, Release
3053, to OTMM field accounting personnel and BIA Agency Superimtendents. This re-
delegatien was not approved. Subsequent to this, the Director re-delegated
authority to the Area Trust Accountants (“"ATA¥) via Delegation o Authoxity “DOASS-
005" which became effective Febxuary 12, 1998. . However, dugxing cur tasting of
disbursement transactions we noted exceptions due to improper awathorizations (i.e.,
Superintendents and/or individuals other than the Director ox her assignea hac
authorized the dizbursement).

According to pumercus sections of 23 CFR, and Secretarial Order 3177,
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‘ ) This noncowpliance izsue is the zesnlt of the OTIM and BIA having pot Treached an

cperating agrsement or axacuted a Memorandum of Understanding that would define the
authorities and rasponsibilitias of various OTTM and BIA perscnnel is performing
#inancial trust services on bahalf of Tribes and individual Indians and
specifically as these responsibilities zelate to disbursement authorizations.
Uncertaintias regarding the ultimate placement of OTIM field staff upon termination
of the Special Trustae's Office has resulted in inconsistent dimplementation of
responsibilities. .

This condition was concuzrred but remains unresolved at Beptezber 30, 1998.
IMMATERTAL NON-COMPLTANCE

Treasury Tiscal Requirement (C3)

Itz was- noted that Agency: offices sre “in“"vielaticn ~of - the™ Treasury. Fiscal.
Requirements, whareby, funds had been accumulated in aexcass of. $5,000. and.a.timely
deposit was not mada,

The condition was concurred but remaing unresolved at September 30, 1998. The
OTIM’s lockbox initiative should address the dalayas in the deposit of funds.

Except as described above, the results of our tests of campliance indicats that,
with respect to the items tested, the OTTM complied with the provisiops referred to
in the thizrd paragraph of this xeport, and with yespeat to items Dot tested,
nothing came to oux attention to cause us to believe the OTFM had not complied, in
all material respects, with those provisions.

Additionally, the cbjective of cur audit of the financial statements Wwas not to
determine whether OTFM's systems are Year 2000 caompliant, OTFTM’s management is
solely responsible for Year 2000 compliance for its systems and any other systems
that impact OTFM's cperations, such as those of OTFN’s vendors, sexvica providers
or other third parties. Accordingly, we have no responsibility to dotermine, and
provide no assurance on, whethar OTEX has addressed or will be able to address the
affectad systems on a timely basis.

This report is intended for the informatica of the Inspector General, the Assistant
Secxetary for Indian Affairs, and the Office of Special Trustee for American

Indians of tha U.S., Department of Interior and management of OTrMd and is not

intendad for any other purpose. However, this repert is a matter of public xecoxd
and its distxibution is not limited.

& ASSOCIATES, ®.C.
Cexrtified Public Accountants

Bouldex, Colorads
Jaguary 22, 1999
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